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The “self-power map” x 7→ xx modulo p is related to a variation of the ElGamal digital signature scheme.
It is similar in this way to the discrete exponentiation map, but it has received much less study. In particular,
an individual wishing to forge a signature for a selected message must solve the congruence

(1) gH(m) ≡ ysrr (mod p)

for r and s, given m, g, y, and p but not knowing the discrete logarithm of y modulo p to the base g. (See,
e.g., [12, Note 11.71] for this variation. We assume for the moment the security of the hash function H(m).)
It is generally expected that the best way to solve this congruence is to calculate the discrete logarithm of
y, but this is not known to be true. In particular, another possible option would be to choose s arbitrarily
and solve the relevant equation for r. In the case of (1), this boils down to solving equations of the form
xx ≡ c (mod p). We will refer to these equations as “self-power equations”.

The self-power map and self-power equations have been studied in various forms in [1–4, 6–11, 13]. We
investigate, both theoretically and experimentally, the number of fixed points of the map, i.e., solutions to

(2) xx ≡ x (mod p)

between 1 and p − 1. In particular, we would like to know whether the distribution across various primes
behaves as we would expect if the self-power map were a “random map”. We do this by creating a model
in which values of a map are assumed to occur uniformly randomly except as forced by the structure of the
self-power map. The model uses the following heuristic, which is related to those in [9, Section 6]:

Heuristic 1. The map x 7→ xx mod p is a random map in the sense that for all p, if x, y are chosen
uniformly at random from {1, . . . , p− 1} with ordpx = d, then

Pr[xx ≡ y (mod p)] ≈

{
1
d if ordpy | d,
0 otherwise.

We can then predict the distribution of the number of fixed points of this random map and compare it
statistically to the actual self-power map. Let Fd(p) be the number of solutions to (2) with 1 ≤ x ≤ p − 1
and ordpx = d. A binomial model then predicts (see [5] for more details):

Prediction 1. Pr[Fd(p) = k] =
(
φ(d)
k

) (
1
d

)k (d−1
d

)φ(d)−k
Data was collected for 238 primes starting at 100,000 and 599 primes starting at 1,000,000. A chi-

squared goodness-of-fit test gave a p-value of 0.198, so we do not see statistical evidence that our predictions
are incorrect. However, a sliding window imposed on the data indicated that strong divergence from the
predictions occurs with particularly small and particularly large values of d. This led us to augment our
model with specific predictions in the cases d = 3, d = 4, d = 6, d = (p− 1)/3, and d = (p− 4)/4, which take
into account the lack of independence in the fixed points for these orders. Chi-squared tests suggest that the
new models account for the deviations from the original model in these cases. Furthermore, chi-squared tests
were done using the original model for d = 5 and d = 7 which indicated that corrections were not necessary
in those cases. Likewise orders in the range (p− 1)/5 to (p− 1)/13 do not appear to be showing significant
deviation from the original model. However, the sliding window chi-squared test shows evidence of possible
divergence from the predictions in the neighborhood of (p− 1)/16. It is not clear yet whether this is a true
problem with the model, or just a “random” consequence of the particular primes that we picked.

So far, these results do not clearly indicate any “nonrandom” structure in the self-power map when the
lack of independence is accounted for. We continue to search for such structure in the distribution of fixed
points and also in larger cycles. If nonrandom structure does exist, it may be possible to exploit it to break
the signature scheme mentioned above or others like it.
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