DIFTE/NB479: Dszguphshgiz Day 23

« AR ReURCEmeEnts:

. lerm project groups and topics due tomorrow
midnight

\Waliting for pests from most of you.

* Questions?

«  This week:
= Primality testing, factoring
= Discrete Logs



Factoring

« ['you are trying to factor n=pg and know
that p—@, use Fermat factoring:

= Compute n + 12, n + 24, n + 32, until you reach
a perfect square, say r? = n + k2

= Then n = r? - k? = (r+k)(r-k)
« Example: factor 2405597

* The moral of the story?
= Choose p and g such that




(p-1) Algorithm

« Useful 1 p/n and (p-1) has only small
factors

* Choose any a>1 (like a=2) and a bound B
« Compute b=a*(mod n) (How?)
« Then compute d=gcd(b-1, n)

= |[F 1<d<n, then d Is a non-trivial factor

« Matlab example: n=5183. We'll use a=2, B=6.
« Why does It work?

1-3



Moral of this story?

* To get a 100-digit number n=pg resistant
{0 this attack:

« Make sure (p-1) has at least 1 large prime
factor:

= Pick p, = nextprime(10°)

= Choose k=~10°° such that p=(kpy+1)Is prime
* How to test?

= Repeat for g.



Summary ofi known
Implementation mistakes

Choesing p and g close to each other

Choesing p and g such that (p-1) or (g-1) has only small
prime factors

Choosing e=3 (smallest e such that gecd(e,(f(n))=1
(problem 6.8.10 and 6.9.14)

Using a scheme such that ¥z the digits of p or g are easy
to find (6.2 Theorem 1)

Choosing e too small (6.2 Theorem 2)

Choosing d too small (d < 1/3 n#; 6.2 Theorem 3;
EXPOSES to continued fraction attack)

Choosing plaintext much shorter than n
= (But can pad plaintext; see scheme on p. 173)

One of the factoring Bonus problems suffers from one
such mistake



Summarny se far Twoe of three factering methods

1. Fermat factoring:

Compute n + 12, n + 22, n + 32, until you reach a perfect
sguare, say r* = n + k2

Then n = r? - k2 = (r+k)(r-k)

2. (p-1) algorithm:
If (p-1) has only small factors, one can factor n:
Compute b=a®(mod n), then d=gcd(b-1, n) is a factor.
How to avoid this?

3. Quadratic sieve (next)



T HAVE NOTHING TO DO, SO IM TRYING
TO CALCULATE THE PRIME FACTORS OF THE
TIME EACH MINUTE BEFORE T CHANGES.

|
TTWASEASY WHIN I\
STARTED AT 100, BUT
WITH FACH HOUR THE
NUMBER GETS BIGGER

!
I WONDER HOW
LONG I CAN KEEP UP.

http://xkcd.com/247/

| occasionally do this with mile markers on the highway



Example

Factor n = 3837523

« Concepts we will'learn also apply to factoring
really big numbers. They are the basis of the
pest current methods

« All'you had to do a couple years ago to win
$30,000 was factor a 212 digit number.

* This was the RSA Challenge:
Rttp:/WanLrsa.com/rsalabs/node.asp?1d=2093#RSA 704



http://www.rsa.com/rsalabs/node.asp?id=2093

Quadratic Sieve (1)

Factor n = 3837523

WEDEY x° = y°, but X = y(mod n) glelselCamp) RER:R:le )]

Step 1: Pick a factor base, just a set of small factors.

= In our examples, we'll use those < 20.
« There areeight: 2, 3,5, 7, 11, 13, 17, 19



Quadratic Sieve (2)

Factor n = 3837523

WEIIDEGY x* = y*, but x = £y(mod n) edejdeCa RN =0 g

Step 2: WWe want sguares that are congruent to products of
factors In the factor base.

For example, we note that 80772 mod(n) = 2 * 19

Demo Matlab



Quadratic Sieve (2a)

Factor n = 3837523

WEWI®EY x° =y°, but X = £y(mod n) e[S 0]

Step 2: WWe want sguares that are congruent to products of
factors In the factor base.

Our hope: Reasonably small numbers are more likely to be
products of factors in the factor base.

Want x* = kn+ &, S0 approximate with x =

. Then B GERENIGETH Which is small as long as k isn’t too big

> Loop over small ¢, lots of k.
s A newer technique, the number field sieve, is somewhat faster



Quadratic Sieve (2)

Factor n = 3837523

WEWDGY x° =y, but x = £y(mod n) gdefdelCaRNER:Rt=leire];

Step 2: We want sguares that are congruent to products of
factors in the factor base.

Our hope: Reasonably small numbers are more likely to be
products of factors in the factor base.

Want x* = kn + &, S0 approximate with x =

Examples:
B . 2-38=2.
8077 =4/17n +1; 80772 =38=2-19(modn) Hmm. Both have a

9398 =+/23n +4; 9398° =59375=5"-19(modn) common “19”




Quadratic Sieve (3)

Factor n = 3837523

WEWDEY x° = y°, but X = £y(mod n) gRe[ee[CaM) R Bi:leite];

Step 3: Pair x's: try to find two non-congruent perfect sguares

=1an]o)[SH (8077-9398)* =2-19-5° 19 =2-5-(5%-19)?
This Is close, but all factors need to be paired

Recall:
8077° =38=2-19(modn)

9398* =59375 =5 -19(mod n)




Quadratic Sieve (3)

Factor n = 3837523

WEWDEY x° = y°, but X = £y(mod n) gRe[ee[CaM) R Bi:leite];

Step 3: Pair x's: try to find two non-congruent perfect sguares

=cap] 0[S (8077-9398)* =2.19-5°.19 = 2.5- (5% -19)°
This Is close, but all factors need to be paired

Generate lots of # and experiment until all factors are paired.
1964° =3%-13°(modn)
14262° =5% .77 -13(modn)

So what?

SRCT tells us:
(1954-14262)% = (3.5-7.13? f gcd(1147907-17745, n)=1093

1147907% =17745°

Other factor = n/1093=3511



Quadratic Sieve (4)

Factor n = 3837523

WEW®EGY x° =y°, but x = £y(mod n) gdefee/CaN NSl

Step 4: Autemate finding two non-congruent perfect squares

=cap] 0[S (8077-9398)* =2.19-5°.19 = 2.5- (5% -19)°
This Is close, but all factors need to be paired

Generate lots of # and experiment until all factors are paired.
o autemate this search:

Can write each example as a row in a matrix, where
each column is a prime In the number base

Then search for dependencies among rows mod 2.
May need extra rows, since sometimes we get x=+/-y.



ny

My code Ui

= =grt( 3in + 20},
= =grt( 4n + 11),

[
[
Factor n = 3837523 = sgrt{ on o+ 16), I
T 0 automate this search: = sgrti(lin + &), [
:
[
[

= sgrtiflen + ~11

= zgrt(ln + 1),
Each row in the matrix IS = =qgrtilon + 13,
a square

=l o o o o ajoy4a

O KO O b KoOf
O oo o =, o o w
E Of O O O o a ajcdy o

9395 = =grtiZin + 4],

. ' 95820 = =grti(Z2in + 26),
Each column is a prime 10191 = sgre(27n + 12),

[
[
In the number base 10750 = =qgret(30n + 21}, |
[
[

12847 = =zgrt(din + 2,
13588 = =grt(d48n + 16),

O = O @+ RO
= = s )]

Search for _
dependencies among 14262 = sqrt(53n + 1,

[0 0 2 2 0O 1 0 0]
rows mod 2. 15425 = sgqrti6zn + 1), [0 0O 0O 0O O 1 1 1 ]
16154 = sqre(eSn + 1), [ 3 0 0O 0O 0O 0O 0O 1]
1955 = st (Ahn 4+ 2100 5 [l 5 [l [l e [l 01
For last one (green) 17078 = sqre(76én + 1), [ 6 2 0O 0O 1 0O 0O 0] I
(9398.8077.3397) = 17847 = sgre(8in + 1), [ 3 0 3 0O O 0O 0O 0]
18065 = sqre(85n + 8), [0 & 0O 0O O 0O 0O 2 ]
—(2°.5°.13:19) 5796 = sartiszn + 71, I
[

| 19035 = 3grt(9n + 2,
So we can't use the square >> |
root compositeness

theorem



Factering Summary

1. Fermat factoring:

«  Compute n + 12, n + 22, n + 32, until you reach a perfect
sguare, say r* = n + k2

«  Thenn=r?-k?= (r+k)(r-k)
2. (p-1) algorithm:

« |f (p-1) has only small factors, one can factor n:
«  Compute b=a"(mod n), then d=gcd(b-1, n) is a factor.
«  How to avoid this?

3. Quadratic sieve

« (Generate lots of squares that can be expressed as products of
small primes

« Pairs = linear dependencies (mod 2)
« Speed? See hittp://www.crypto-world.com/FactorRecords.html



http://www.crypto-world.com/FactorRecords.html

Discrete logs...

But first, some humor:

Bruce Schneler is a genius in the crypto field, the author of the
authoritative book on crypto.

Bruce Schneler writes his books and essays by
generating random alphanumeric text of an
appropriate length and then decrypting It.



Discrete logs...

...are the basis of the EIGamal
cryptosystem

...can be used for digital signatures



Discrete Logs

Given IB — ax(mOd p)

Find X

We denote thisas X =L_(5)

Why is this hard?



Consider this...

« Solve 9=2* (mod 1.1)
« We denote the answer as L,(9)

« Are there other solutions for x?

* By convention, x IS defined to be the
minimum of all such.

« [t must be < (p-1). Why?



But consider this...

« Selve 2150=3621* (mod p) where
P=1775754...74581 (100 digits)

« How leng will exhaustive search take?
« Up to p-2if 3621 Is a primitive root of n.

« \WWhat's a primitive root?

» Please read section 3.7 (1 page) tonight if you
haven't



One-way: functions

« Take y=f(x)

* [y IS easy to find given x, but x IS hard to
find giveny, fis called a one-way function.

* Examples:

« Factoring (easy to multiply, hard to factor)

= Discrete logs (easy to find powers mod n,
even If n Is large, but hard to find discrete log)
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