DIFTE/NB479: Dszguphshgiz Day 10

s ATReURCEmERtS:
« Computer exam next class

* Questions?



Tomorrow's exam

[For each problem, I'll specify the algorithm:
Shift. Affine Vigenere Hill

and the attack:
Ciphertext only. known plaintext

* YOou may use code that you wrote or that you got from
the textbook.

« May require you to modify your code some on the fly
« Have your algorithms ready to run...



Can we generalize Fermat's little theorem to
COMPOSItE moeauli?




e three-pass protecol Is an application of Fermat’'s
ittle theorem te key exchange

« How can Alice get a secret message to
Bob without an established key?

« Can do It with'locks.
« FIrst 2 volunteers get to do a live demo
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« Situation: Alice wants to get a short
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e three-pass protecol Is an application of Fermat’s
ittle theorem te key exchange

« Situation: Alice wants to get a short
message to Bob, but they don’t have an
established key to transmit it.

« Can do with locks:

Note: it's always secured by one of their locks



IR the three-pass protocol, the “locks” are
randem AUMBErS that satisfy. SpecIfic properties

« K& the secret message
* p: a large public prime number > K
* The two locks:
« a: Alice’s random #, ged(a,p-1)=1
= b: Bob’s random #, gcd(b,p-1)=1
* To unlock their locks:
= at mod (p-1)
= bt mod (p-1)



IR the three-pass protocol, the “locks” are
[andem RUMBELS that satisfy SPecIfic properties

« K: the secret
message

* P: a public prime
number > K

« Jhe two locks:

= a: Alice’s random
#, gcd(a,p-1)=1

= b: Bob’'s random
#, ged(b,p-1)=1

« To unlock their
locks:
= a*mod (p-1)
= bt mod (p-1)

Three-pass protocol:

Alice computes K2 (mod p) and sends to
Bob

Bob computes (K3 (mod p) and sends it
pack

Alice computes ((Ka)b)a'1 (mod p) and
sends It back

Bob computes (((K9)P)a )b (mod p)
and reads K




IR the three-pass protocol, the “locks” are
[andem RUMBELS that satisfy SPecIfic properties

" K the secret Three-pass protocol:
Message Alice computes K2(mod p) and sends to
SO ! public prime Bob
number > K Bob computes (K?)° (mod p) and sends it
« The two locks: back f
17 = aAlice’'srandom [ Alice computes ((K#)°)2 ™ (mod p) and
ﬁf gctz)(,a,p-lzj—l sends It back 4
21 " 2 byt |Bobcomputes (((K#P) )5 (mod p)
. and reads K
* To unlock thelir
locks:
41« a'mod (p-1) Toy example:
47 = blmod (p-1) 3617 (mod 59) = 12

1221 (mod 59) = 45
454 (mod 59)

4847 (mod 59) Why does it work?



lhe basic principle relates the modull of the
expressions te the moduli in the exponents

« When dealing with numbers mod n, we
can deal with their exponents mod

* S0...
« Glven integers a and b,
= Since aa'=bb*=1(mod p-1)
« ...what's K@ba b (mod p)?



Why Isi't this Used in key exchange teday?

* Trappe and Washington say that it's
vulnerable to an “intruder-in-the-middle”
attack. Think about this...




You are now. prepared to read as much of the rest of
chapter 3 as you like

« We'll revisit 3.7 (primitive roots) and 3.11
(fields) |later

* The rest Is more number theory fun.

« Tomorrow we start DES



Mayhe Alice and Bob’'s exchiange wasn't as secure as
they thought...

I'M SURE YOUVE HEARD ALL ABOUT THIS YES, IT's TRUE. | BROKE BOB'S
SORDID AFFAIR IN THOSE. GpssiPY CRYPTOGRAPHIC FRIVATE. KEY AND EXTRACTED THE
PROTOCOL SPECS WITH THOSE. BUSYBODIES TEXT OF HER MESSAGEs. IUT DOE-:-.?
SCHNEIER AND RIVEST, ALWAYS TAKING ALCE'S ANYONE. REALIZE HOW MUCH IT HURT
SIDE, ALWAYS LABELING ME THE ATIACKER.

SAID IT ING, BUT | 010N T WANT T BELIEVE- || SO BEFORE You <0 GIICKLY LABEL
ngmluﬁww%m PUBLIC-KEY || OF COURSE ON SOME LEVEL | |ME A THIRD PARTY 0 THE COMM-~
PUTHENTICATED SIGNATURES ONTHE || | REALIZED ITWAS AKNOWN- | UNICATION, JUST REMEMBER
FILES To THE LIPSTICK HEART SMEARED|| PLANTEXT ATACK. BUT | | LOVED HIM FIRST.  WE
ON THE DISK SCREAMED “ALCE." || COULDNT ADMIT 1T UNTIL|| HAP SOMETHING AND SHE

_ | ShW FOR MYSELF, / TORE |T AWAY. SHES
THE A’“RfER, NOT ME.

NOT EVE.

Rtips/xked.com/cLv 7. html

Yet one more reason I’'m barred from speaking at crypto conferences.


http://xkcd.com/c177.html
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