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And intro to daily quizzes, worth 5% of grade: Q1

Agenda: Introductions to...

JEIRIAVETS

e topic

1e course structure
1e course material




Introductions

* Roll call:
= Pronunciations and nicknames
= Help me learn your names guickly
= YoUu'll share with classmates on discussion forum

« Me:
= Since 2005 (but in Zambia last year)

« [aught CSSE120, 120 Robotics, 220, 221, 230,
Image Recognition, Android, Cryptography, Fractals,
Mechatronics, Robotics senior design



What Is Cryptography?

« [Designing systems to communicate over
AeN-Secure channels

Trappe and Washington, p. 3



Sherock Hoelmes, Tlhe Adventure of
the Dancing Men (1.898)

In aletter: IRLXEXRAKNERIEXS
2 weeks later: fl th .ﬁ 'l"" 4’ X X }*f

2 mornings later: XX fx Ay X
3 days later:
AXTXFE

4 days later:

XEEY XA XAREXYX XXX XYY LAY RY



Non-secure channels

Encryption Decryption
Key (+1) Key (-1)
. M CIPHERTEXT
Alice = Encrypt T Decrypt —> Bob
cryptography DSZQU#THSB@Z cryptography

Objectives:

1. Confidentiality
2. Integrity Eve
3. Authentication
4. Non-repudiation

Trappe and Washington, p. 3



Agenda

ne players

e topic

JEICOUISE Stiticture
1e course material




What will we do?

LLearn theory (lecture, text, written problems)

\WWhat would happen If you used composite
nUMBErs as factors in RSA?

Make and brea
DES Block cli

K codes (programming)

oher, classic crypto

Research something new (term project)
Quantum cryptography, TwoFish, PGP



Admin

« Syllabus
« [ext: highly recommended by students
« Grading, attendance, academic integrity

=« Angel: Please use the merged course:
« CSSE/MA479 Cryptography (Spring 12-13)
» The original csse479-01 and ma479-01 are empty

« Schedule

« Contains links to homeworks (first due Monday)
« Easy first week...
« Bookmark in browser:

« Dt/ rese-hulman.edu/class/csse/csse4 79/201.330/

« Post to piazza for guestions



http://www.rose-hulman.edu/class/csse/csse479/201330/

Agenda

ne players

e topic

1€ COUrSe structure
JE CoUrSe materal




Shiit ciphers

« Attributed to Julius Caesar

« | etters represented as 0-25.

* X > X + k (mod 26)

« Cryptography > ETARVOITCRJA

« \WWeak cryptosystem.

« We learn it to show that “encryption” isn’t useful if it's
Not Secure.

= We also use It to study 4 typical attacks to find the
decryption key:
« Ciphertext only (the discussion forums)
* Known plaintext
» Chosen plaintext
« Chosen ciphertext



1. Ciphertext only

Consider. dszquphsbgiz « How did you attack the
dszquphsbgiz C|pher7
etarvgirtcrja
Tubswrjudskb

gvctxskvetlc « Another trick for long

hwduyt iwfumd .
IXevzumxgvne ClpherS "
Jyftwavnyhwot
kzgxbwoz ¥xpg
lahycxpajygh
mbrzdygbkzri
ncjaezrclasj
odkbfasdmbtk
pelcgbtencul
gfmdhcufodvm
rgneirdvgpewn
shofjewhqgfxo
tipgkFxirgyp
ujghlgyjshzq
vkrimhzktrar
wisjnialujbs
xmtkojbmvkct
ynulpkcnwldu
zovmgldoxmev
apwnrmepynfw
bgxosnfgzogx
cryptography



2. Known plaintext

Say | know sample of plaintext and
corresponding ciphertext.

IHow long does the sample need to be to
find the key?



3. Chosen plaintext

Say | have access to the encryption machine
and can choose a sample of plaintext to
encode. How can | deduce the key?

Just encode a. That gives the encryption key

4, Chosen ciphertext

Say | can choose a sample of ciphertext
to decode.

Just decode A. How does this give the encryption and
decryption keys?

6-7



[Homework due Monday

« See the schedule page



\Where did you Sit today?

WHERE YOU SIT IN CLASS/SEMINAR WWW. PHPCOHICS. cOM :

And what it says about you: Proximity to Lecturer: | ©

Nearest Exit: %

Mid-Center: _ “Too coal for
“Bring it on.” 'f'“' T | school

Front Row: - _
Teacher's pet { x

wannabes - .
P “Against the wall:
“I'm sensitive. How sleepy you are

Second-row sleepers: Please ignore me.”
Good intentions, bad narcolepsy

How much you care

http://www.phdcomics.com/comics/archive.php?comicid=1017



Affine ciphers

Semewhat stronger since
scale, then shift:

X =2 ox + [ (mod 26)

Say y = 95X + 3; X = ‘hellothere’;
Theny = ‘mxggv...’

(Hint: my table mapping the alphabet to 0-25 is really handy)



Affine cIphers: x > ox + B (mod 26)

Consider the 4 attacks:

1. IHow many possibilities must we
consider in brute force attack?



o can't be Just anything!

Considery=2x, y=4x, or Yy=13x

IS mapping unigque?

The problem Is that ged(at, 26) != 1.
'he function has Nno INverse.




Finding the decryption key

« What's the inverse of y = 5x + 3?
= o =5Is OK.

* In Integer (mod 26) World, of course...



Affine cIphers: x > ox + B (mod 26)

« Consider the 4 attacks:
1. Ciphertext only:
®How long Is brute force?

2. Known plaintext
® How many characters do we need?

s, Chosen plaintext
®\Wow, this Is easy. Which plaintext easiest?

s, Chosen ciphertext
®Also easy: which ciphertext?



	DTTF/NB479: �Jouspevdujpo up Dszquphsbqiz
	CSSE/MA479: �Introduction to Cryptography
	Agenda: Introductions to…
	Introductions
	What is Cryptography?
	Sherlock Holmes, The Adventure of the Dancing Men (1898)
	Non-secure channels
	Agenda
	What will we do?
	Admin
	Agenda
	Shift ciphers
	1. Ciphertext only
	2. Known plaintext
	3. Chosen plaintext
	Homework due Monday
	Where did you sit today?
	Affine ciphers
	Affine ciphers: x  ax + b (mod 26)
	 a can’t be just anything!
	Finding the decryption key
	Affine ciphers: x  ax + b (mod 26)

