CSSE 477
Fall 2011-12
Project 5 – Security
As with Projects 3 & 4, there are two goals for this project –

1. Improve the “security” of your project system.  In particular, see if you can find something that's a security problem, and use one of Bass's tactics to fix it.

2. Do a third draft of an architecture document for your system, one which also has good sections 3 - 5 in it.

1.  Security
The overall scheme for this part is as follows:

· Pick an area where you want to improve security.

· Pick a strategy to improve it, using one of Bass's tactics, and verify with your implementers. Record and consider any additional ideas they may have.  The improvement can be in either of these three tactics areas:

· Resisting attacks

· Detecting attacks

· Recovering from an attack 

· Try it “as-is” to verify the security problem.  Document this.

· Make a “prediction” about how the system will be more secure, with the changes you plan to make.

· Make the change to improve security.

· Run the security tests again, with the change.  Measure how well you achieved the goal.

· Report on the results.

2.  Architecture document third draft
The idea here is to take the documentation you already have for your system, and create in sections 3-5 so additional, useful information for your audiences:
Sec 3 - Functional requirements - Add the main use case(s) to show the primary thing the system does.  Also add at least one non-use case area of key documentation (or refer to where there's more information about it, if it's something like a standard).  The latter should be a discussion of non-use case aspects of the principle features of the system. (Hint - including a list of those features also is important!)  Use the Utility Tree you developed in class as a guide for what's important (Daily Quiz, Wk 6, Day 3).  See the Supplementary Spec Template for additional ideas on what functional requirements to include.
Sec 4 - Quality attributes - Pick the ones of most importance, in Bass's scenario format (like in the supplementary spec), and put them in order with the most important first.  Use the Utility Tree you developed in class as a guide for prioritizing these (Daily Quiz, Wk 6, Day 3).
Sec 5 - Patterns and tactics - Discuss here the following topics:

a. Tactics to achieve the primary functional requirements in Sec 3 - this should be a slightly more detailed discussion of the same kinds of things you already covered in Section 6.  But be selective, hitting the most critical aspects of achieving functionality.  The tactics here will likely be either the architectural style of the system or OO patterns employed.

b. Tactics to achieve the primary quality attributes in Sec 4 - similarly, this should be a slightly more detailed discussion of things you covered at a high level in Section 6.  The tactics should largely sound like the kinds of tactics Bass describes in his Ch 5.

When you are done, your implementers ought to be able to read Sections 3 and 4, then go to Section 5, and understand how your system achieves the requirements, in sufficient detail that it would help those implementers do their work!
There are several deliverables, and class discussions we’ll be doing:
Tuesday, 10/18, 11:55 PM – Do the following, as noted in the slides for class this day:

· Try to think of a problem area in the security of your current system.  (See “characteristics of a secure system,” slide 11 of Wk 7 Day 1 ppt.)

· Consult with your “implementers” to verify that this is a problem arê, and record their own ideas. These will be “targets” for making changes.

· Run through this area of your system as it exists now, and verify that it really is a problem.  Document that in your journal.

· Make a “prediction” about how the system will be more secure, with the changes you plan to make.

· Turn in your ideas, that data on the “existing situation,” and your prediction, in your “team journal” by 11:55 PM.

Thursday, 10/20, 11:55 PM – Draft of your arch doc, with sections 3-5 added, as outlined, above.
Friday, 10/21, 11:55 PM – Final turnin, with your security results added to your journal, and revised arch doc with a final version of the new sections.  The security results may have a supporting spreadsheet, if appropriate. The key thing will be your discussion, so that someone can see clearly how the security was improved.  Also, we'll do the usual "show and tell," of what you did on security, in class Friday.  
