CSSE 477
Fall, 2011-12
Homework 7
Due Monday, October 24, 11:55 PM

General:  Answer questions about the material from Week 7 and SA, Ch 14, and about the security skill and arch document that you were working on in project 5.

Note:  This one’s an individual homework (vs. team).

1. Do question 1, p. 367, in Ch 14 of Bass’s book.
2. Pretend that the project you and your teammate(s) are doing is the possible start of a "product line."  Describe in a couple sentences the following:

a. What one possible "new product" derived from this might look like.

b. What requirements, in general, the old and new products would share.

c. If these were the two products, what sections of the code could be put into the common "core," and what percentage of the code that represents.

d. Whether or not you would try to use a "product line" strategy before building the new product you described, and why.


3. From a security perspective, the idea of having a "log" of what a system did, and who initiated it, sounds so desirable that you wonder why everyone doesn't do this!   Such logs are needed for any auditing or later analysis.  But people tend to ignore security and not want to pay more for features like activity logs, until they discover problems.  It's just like they tend to ignore availability issues until a system crashes.  Aside from outright scaring clients, how could you get them interested in adding logging features to their requirements, as a basis for better security features?
4. Not long ago, most corporate systems used "private networks" so that the public never even had physical access to their machines or the systems that ran on them.  And to do some key administrative functions, you had to be sitting in the company's "war room," to which only a few people had access.  Now all that's changed, and companies want their users and administrators to be able to do anything via the Internet, from a laptop in a Chicago hotel room (or wherever).  What does this change to public-available of systems mean, to you the architect, as you start to build a new system for such a company?
5. For public systems, the problems of resisting and detecting attacks are unending because attacks can come in so many ways.  The attack perpetrators can pretend to be different systems trying to interact with yours, and do a cat-and-mouse game, playing with your system until they notice a vulnerability.  Of the security tactics Bass describes in Ch 5,  which ones most specifically address this cynical recognition, of inherent vulnerability despite the specific defenses you try to set up?
6. In the arch document, this past week you were asked to "add at least one non-use case area of key documentation," as if I knew such an area had to exist.  Try to think of an exception to that notion, of a system for which all functional requirements would consist of use cases.  Describe this supposed system well enough that you think I won't be able to find an exception to your exception (a likely non-use-case functional requirement).  
7. As the conclusions to his article describe, Wirth famously ran into trouble getting stepwise refinement to provide all the guidance needed to do progressive levels of design.  What judgment calls and other things did Wirth have to draw on?  Wirth's article is at http://sunnyday.mit.edu/16.355/wirth-refinement.html. 
8. Do Question 2, p. 349 (in Ch 13 on the World Wide Web).
