


INTRODUCTIONS

2 NAME
® HOMETOWN

@ FAVORITE FLAVOR OF ICE CREAM AND WHY




ADMINISTRIVIA

@ COURSE ANGEL PAGE
@ SYLLABUS

@ SCHEDULE, DUE DATES
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HOMEWORK SUBMISSION

@ CHECK OUT YOUR INDIVIDUAL SVN REPO:

® http://svn.csse.rose-hulman.edu/repos/cssed73-200930-USERNAME

@ ADD YOUR SOLUTION AS A PDF FILE TO THE
APPROPRIATE SUBDIRECTORY (E.G., HW1)

@ DON’T FORGET TO ADD AND COMMIT!
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HEATING SYSTEM

#@ ORIGINAL PLAN:
CENTRAL BOILERS AND STEAM RADIATORS

® MONEY SAVING CHANGE
@ 72 SEPARATE NATURAL GAS HEATERS

@ HAD PLUMBER INSTALL TAP INTO RESIDUE LINE

8@ “FREE” HEAT







MARCH 18, 1937

@ AROUND 600 STUDENTS, 40 TEACHERS
IN BUILDING

Q4




THE EXPLOSION

® WALLS BULGED OUT
® ROOF LIFTED INTO THE AIR THEN CRASHED DOWN

@ 2 TON CONCRETE BLOCK THROWN CLEAR,
CRUSHING A CAR

@ BETWEEN 296 AND 319 KILLED

@ ONLY 130 ESCAPED WITHOUT SERIOUS INJURY







AFTERMATH

@ US BUREAU OF MINES EXPERTS INVESTIGATED
@ DETERMINED FAULTY RESIDUE TAP WAS CAUSE
@ TEXAS LEGISLATURE MET IN EMERGENCY SESSION

@ CONCERNED THAT PUBLIC COULDN’T TELL WHO
WAS QUALIFIED TO DO ENGINEERING WORK

@ ENACTED THE “ENGINEERING REGISTRATION
ACT”

@ ONLY PROFESSIONALLY CERTIFIED ENGINEERS
MAY USE THE TITLE “ENGINEER”
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WHAT ABOUT SOFTWARE.?

@ JUNE 16 -17, 1998
@ TEXAS BOARD OF PROFESSIONAL ENGINEERS ...

@ ADOPTED SOFTWARE ENGINEERING AS A
DISCIPLINE




CONSIDER

@ SHOULD SOCIETY REQUIRE PROFESSIONAL
LICENSURE FOR SOFTWARE ENGINEERS?

2 WHY OR WHY NOT?







THERAC-25

® RADIATION THERAPY DEVICE
@ USED FOR CANCER TREATMENT
® TWO TREATMENT MODES

@ ELECTRON-BEAM BURST

® LONGER-EXPOSURE X-RAYS VIA “TARGET”
PLACED IN ELECTRON-BEAM PATH




FIRST INCIDENT

® LARGE RADIATION OVERDOSE
@ 100-200 TIMES THE PRESCRIBED AMOUNT
® HOSPITAL DENIED WRONGDOING

@ PATIENT REQUIRED DOUBLE MASTECTOMY AND
LOST ALL USE OF RIGHT ARM

® NO CAUSAL INVESTIGATION PERFORMED




SECOND INCIDENT

@ MACHINE STOPPED 5 SECONDS INTO TREATMENT
WITH AN UNIDENTIFIED ERROR

® USER INTERFACE REPORTED ‘“NO DOSE”
@ TECHNICIAN HIT ‘P’ TO PROCEED WITH THE DOSE

® REPEATED THIS 5 TIMES, DELIVERING A
POTENTIALLY FATAL DOSE EACH TIME

@ PATIENT DIED OF ORIGINAL CANCER, HAD SHE LIVED
WOULD HAVE NEEDED FULL HIP REPLACEMENT

® MANUFACTURER SUSPECTED A FAULTY SWITCH,
ADDED ERROR CORRECTION




THIRD INCIDENT

@ PATIENT RECEIVED RADIATION BURNS
® LATER RECOVERED FULLY

@ ACCIDENT NOT INVESTIGATED THOROUGHLY




FOTURTH INCIDENT

® PATIENT FACE DOWN ON TABLE FOR BACK
TREATMENT

@ TECHNICIAN VERY EXPERIENCED — FAST TYPIST

@ ON CONFIRMATION SCREEN NOTICED SHE HAD
ENTERED ‘X’ FOR X-RAY RATHER THAN ‘E’ FOR
ELECTRON BEAM — ARROWED UP AND CHANGED IT

® MACHINE SHOWED ERROR CODE AND INCOMPLETE
DOSE

® PROCEEDED, WITH SAME ERROR

@ PATIENT DIED OF RADIATION POISONING




FIFTH INCIDENT

@ SAME HOSPITAL, AUDIO EQUIPMENT NOW WORKING
@ SAME FAST TYPIST, SAME SCENARIO

@ SINGLE DOSAGE TO FACE




Within a few seconds the machine shut down, making a loud noise audible
via the (now working) intercom. The display showed MALFUNCTION 54
again. The operator rushed into the treatment room, hearing her patient
moaning for help. He began to remove the tape that had held his head
in position and said something was wrong. She asked him what he felt,
and he replied, “fire” on the side of his face. She immediately went to the
hospital physicist and told him that another patient appeared to have been
burned. Asked by the physicist to described what had happened, the patient
explained that something had hit him on the side of the face, he saw a flash
of light, and he heard a sizzling sound reminiscent of frying eggs. He was
very agitated and asked, “What happened to me, what happened to me?”




SIXTH INCIDENT

@ ANOTHER ERROR MESSAGE DURING TREATMENT
@ TECHNICIAN PROCEEDED
® ANOTHER OVERDOSE

@ PATIENT DIED 3 MONTHS LATER




FINALLY THEY REALIZED
THE SERIOUSNESS

@ ALL MACHINES TAKEN OUT OF SERVICE
@ 13 DIFFERENT CORRECTIVE ACTIONS TAKEN

@ NO INCIDENTS REPORTED SINCE




CAUSAL FACTORS

@ OVERCONFIDENCE IN
SOFTWARE

@ CONFUSING RELIABILITY
WITH SAFETY

@ LACK OF DEFENSIVE
DESIGN

@ FAILURE TO ELIMINATE
ROOT CAUSES

@ COMPLACENCY

UNREALISTIC RISK
ASSESSMENTS

INADEQUATE FOLLOWUP

INADEQUATE SOFTWARE
ENGINEERING PRACTICES

SOFTWARE REUSE

SAFE VS. FRIENDLY UI
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