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Software engineers want to be real 
engineers.  Real engineers use 

mathematics.  Formal methods are the 
mathematics of software engineering.  

Therefore, software engineers 
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based on the counterexamples. Since 
many model checkers already imple-
ment this technique, we have not tried 
to incorporate it into our translator 
framework.   

We have developed tools to translate 
the counterexamples produced by the 
model checkers into two formats. The 
first is a simple spreadsheet that shows 
the inputs and outputs of the model for 
each step (similar to steps noted in the 
accompanying table). The second is a 
test script that can be read by the Re-
actis tool to step forward and backward 
through the counterexample in the 
Reactis simulator.

Our translator framework currently 
supports input models written in Sim-
ulink, Stateflow, and SCADE. It gener-
ates specifications for the NuSMV, SAL, 
and Prover model checkers, the PVS 
and ACL2 theorem provers, and C and 
Ada source code.

A Small Example
To make these ideas concrete, we pres-
ent a very small example, the mode log-
ic for a simple microwave oven shown 
in Figure 2. The microwave initially 
starts in Setup mode. It transitions to 
Running mode when the Start button 
is pressed and the Steps Remaining to 
cook (initially provided by the keypad 
entry subsystem) is greater than zero. 
On transition to Running mode, the 
controller enters either the Cooking or 
Suspended submode, depending on 
whether Door Closed is true. In Cooking 
mode, the controller decrements Steps 
Remaining on each step. If the door is 
opened in Cooking mode or the opera-
tor presses the Clear button, the con-

Translation of the model into 
NuSMV and checking this property 
takes only a few seconds and yields the 
counterexample shown in Table 1. 

In step 2 of the counterexample, 
we see the value of Start change from 
0 to 1, indicating the start button was 
pressed. Also in step 2, the door is 
closed and Steps Remaining takes on 
the value 1. As a result, the microwave 
enters Cooking mode in step 2. In step 
3, the door is opened, but the micro-
wave remains in Cooking mode, violat-
ing our safety property. 

To better understand how this hap-
pened, we use Reactis to step through 
the generated counterexample. This 
reveals that instead of taking the tran-
sition from Cooking to Suspended when 
the door is opened, the microwave took 
the transition from Cooking to Cook-
ing that decrements Steps Remaining 
because this transition has a higher 
priority (priority 1) than the transition 
from Cooking to Suspended (priority 2). 
Worse, the microwave would continue 
cooking with the door open until Steps 
Remaining becomes zero. Changing 
the priority of these two transitions 
and rerunning the model checker 
shows that in all possible states, the 
door is always closed if the microwave 
is cooking.

While this example is tiny, the two 
integers (Steps Remaining and Steps 
to Cook) still push its reachable state 
space to 9.8 × 106 states. Also note that 
the model checker does not necessar-
ily find the “best” counterexample. It 
actually would have been clearer if the 
Steps Remaining had been set to a value 
larger than 1 in step 2. However, this 
counterexample is very typical. In the 

troller enters the Suspended submode. 
From the Suspended submode, the op-
erator can return to Cooking submode 
by pressing the Start button while the 
door is closed, or return to Setup mode 
by pressing the Clear button. When 
Steps Remaining decrements to zero, 
the controller exits Running mode and 
returns to Setup mode.

Since this model consists only of 
Boolean values (Start, Clear, Door 
Closed), enumerated types (mode), 
and two small integers (Steps Remain-
ing and Steps to Cook range from 0 to 
639, the largest value that can be en-
tered on the keypad) it is well suited 
for analysis with a symbolic model 
checker such as NuSMV. A valuable 
property to check is that the door is 
always closed when the microwave is 
cooking. In CTL1 (one of the property 
specification languages of NuSMV), 
this is written as: 
AG(Cooking -> Door _ Closed)

Figure 2. Microwave mode logic.

RUNNING

COOKING
entry: mode = 2;

SETUP
entry: mode = 1;

{steps_remaining 
 = steps_to_cook;}

[steps_remaining > 0] 
 /steps_remaining- -;[start && 

 steps_remaining > 0]

[steps_remaining <= 0]

[clear] 2
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1
[door_closed]

[clear || . . .  
!door_closed]

[start && . . .  
door_closed]

SUSPENDED
entry: mode = 3;

Figure 1. The translator framework.
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used the BDD-based model checker 
NuSMV5 to analyze models with over 
10120 reachable states. 

More recent model checkers, such 
as SAL11 and Prover Plug-In,9 use sat-
isfiability modulo theories (SMT) solv-
ers for reasoning about infinite state 
models containing real numbers and 
unbounded arrays. These checkers 
use a form of induction over the state 
transition relation to automatically 
prove that a property holds over all 
executable paths in a model. While 
these tools can handle a larger class of 
models, the properties to be checked 
must be written to support inductive 
proof. 

The Translator Framework
As part of NASA’s Aviation Safety Pro-
gram (AvSP), Rockwell Collins and the 
University of Minnesota developed 
a product family of translators that 
bridge the gaps between some of the 
most popular commercial modeling 
languages and several model checkers 
and theorem provers.8 An overview of 
this framework is shown in Figure 1.

These translators work primar-
ily with the Lustre formal specification 
language,3 but this is hidden from the 
users. The starting point for transla-
tion is a design model in MATLAB Sim-
ulink/Stateflow or Esterel Technolo-
gies SCADE Suite/Safe State Machines. 
SCADE Suite produces Lustre models 
directly. Simulink or Stateflow models 
can be imported using SCADE Suite or 
the Reactis10 tool and a translator de-
veloped by Rockwell Collins. To ensure 
each Simulink or Stateflow construct 
has a well-defined semantics, the trans-
lator restricts the models that it will 
accept to those that can be translated 
unambiguously into Lustre.

Once in Lustre, the specification 
is loaded into an abstract syntax tree 
(AST) and a number of transformation 
passes are applied to it. Each transfor-
mation pass produces a new Lustre AST 
that is syntactically closer to the target 
specification language and preserves 
the semantics of the original Lustre 
specification. This allows all Lustre 
type checking and analysis tools to be 
used as debugging aids during the de-
velopment of the translator. When the 
AST is sufficiently close to the target 
language, a pretty printer is used to 
output the target specification. 

We refer to our translator framework 
as a product family since most transfor-
mation passes are reused in the trans-
lators for each target language. Reuse 
of the transformation passes makes it 
much easier to support new target lan-
guages; we have developed new trans-
lators in a matter of days. The number 
of transformation passes depends on 
the similarity of the source and target 
languages and on the number of opti-
mizations to be made. Our translators 
range in size from a dozen to over 60 
passes. 

The translators produce highly op-
timized specifications appropriate for 
the target language. For example, when 
translating to NuSMV, the translator 
eliminates as much redundant inter-
nal state as possible, making it very ef-
ficient for BDD-based model checking. 
When translating to the PVS theorem 
prover, the specification is optimized 
for readability and to support the de-
velopment of proofs in PVS. When gen-
erating executable C or Ada code, the 
code is optimized for execution speed 
on the target processor. These optimi-
zations can have a dramatic effect on 
the target analysis tools. For example, 
optimization passes incorporated into 
the NuSMV translator reduced the 
time required for NuSMV to check one 
model from over 29 hours to less than 
a second. 

However, some optimizations are 
better incorporated into the verifica-
tion tools rather than the translator. 
For example, predicate abstraction1 is 
a well-known technique for reducing 
the size of the reachable state space, 
but automating this during translation 
would require a tight interaction be-
tween our translator and the analysis 
tool to iteratively refine the predicates 

A model checker 
will consider 
every possible 
combination of 
inputs and state, 
making the  
verification 
equivalent to 
exhaustive testing 
of the model.  
If a property is not 
true, the model 
checker produces 
a counterexample 
showing how  
the property can  
be falsified.

Counterexample.

Step 1 2 3

Inputs
Start 0 1 0
Clear 0 0 0
Door Closed 0 1 0
Steps to Cook 0 1 1

Outputs
Mode Setup Cooking Cooking
Steps  
Remaining 0 1 0 assert Cooking ==> Door_Closed
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ADGS-2100
Window Manager

Modeled in Simulink

Checked in NuSMV

Up to 1.5 x 1037 States

Checked 563 properties

Found 98 errors
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Ultimately, 563 properties about 
the WM were developed and checked, 
and 98 errors were found and correct-
ed in early versions of the WM model. 
This verification was done early in the 
design process while the design was 
still changing. By the end of the proj-
ect, the WM developers were check-
ing the properties after every design 
change. 

CerTA FCS Phase I. Our second case 
study was sponsored by the U.S. Air 
Force Research Laboratory (AFRL) un-
der the Certification Technologies for 
Advanced Flight Critical Systems (Cer-
TA FCS) program in order to compare 
the effectiveness of model checking 
and testing.12 In this study, we applied 
our tools to the Operational Flight 
Program (OFP) of an unmanned aerial 
vehicle developed by Lockheed Mar-
tin Aerospace. The OFP is an adaptive 
flight control system that modifies its 
behavior in response to flight condi-
tions. Phase I of the project concen-
trated on applying our tools to the 
Redundancy Management (RM) log-

production models that we have ex-
amined, very few counterexamples are 
longer than a few steps.

Case Studies
To be of any real value, model check-
ing must be able to handle much larg-
er problems. Three case studies on the 
application of our tools to industrial 
examples are described here. A fourth 
case study is discussed in Miller et al.7

ADGS-2100 Window Manager. One of 
the largest and most successful appli-
cations of our tools was to the ADGS-
2100 Adaptive Display and Guidance 
System Window Manager.13 In modern 
aircraft, pilots are provided aircraft 
status primarily through computer-
ized display panels similar to those 
shown in Figure 3. The ADGS-2100 is 
a Rockwell Collins product that pro-
vides the heads-down and heads-up 
displays and display management 
software for next-generation commer-
cial aircraft.

The Window Manager (WM) ensures 
that data from different applications is 

Figure 3. Pilot display panels.

routed to the correct display panel. In 
normal operation, the WM determines 
which applications are being displayed 
in response to the pilot selections. 
However, in the case of a component 
failure, the WM also decides which in-
formation is most critical and routes 
this information from one of the re-
dundant sources to the most appropri-
ate display panel. The WM is essential 
to the safe flight of the aircraft. If the 
WM contains logic errors, critical flight 
information could be unavailable to 
the flight crew.

While very complex, the WM is speci-
fied in Simulink using only Booleans 
and enumerated types, making it ideal 
for verification using a BDD-based mod-
el checker such as NuSMV. The WM is 
composed of five main components 
that can be analyzed independently. 
These five components contain a total 
of 16,117 primitive Simulink blocks 
that are grouped into 4,295 instances 
of Simulink subsystems. The reachable 
state space of the five components rang-
es from 9.8 × 109 to 1.5 × 1037 states. 

Without mandating it, Dev Team began model 
checking after every design change



CerTA FCS Phase 1
Two independent 
verification teams

One used testing

One used formal 
model checking

Formal team verified 
62 properties

Found 12 errors

Testing team

Invested 50% time

Found no errors

Error types:

intermittent

Near simultaneous

Long sequences

Both teams agreed that model checking was 
more cost effective at finding errors
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The Praxis Process
Extensive, up-front work on requirements 
with the customer, using prototypes

Model the system requirements in Z

Implement the system in Spark-Ada

Includes formal specifications

Includes executable code

Includes static analysis tools to verify 
that specification and code match
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The Results

Less than 1 bug per 10,000 lines of code

50 to 1000 times better than the
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Praxis guarantees software
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