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Fed...! InfOT""';"" ......,.,. .. 'nlr Standard...... i..uM by th~ Nni"".l Buruu 01 S'and.nb ""..usn! to Ihe Fedoral
Properl)' and A<lm'n.....uve Servi<e. ~I of IS~9..... amend«l. Publ'" L.,. 8lJ.:l66 (79 SUI (121), Eu<u,;ve Ordu 11711
(:Ill FR 12315. d.,~ !oh)' II. 1973). and P." 6 of Tit\<, 15 Code of ~·edeT.1 Relirul.uon.rCt·Rl.

Name (If Standard: Data Encryption Standard (DES).

ClI.tegn!'J' nf SlandllTd: Operation~.Computer ~urity.

Explanation: The Data Encryption Standard (DES) ~pecifies an algorithm to be implemented in
ele<:tronic hardware devices and u~ed for the cryptographic protection of computer data. Thill.
publication provides a «>mpletE' deS<'ription of a mathematical algorithm for encryp~ing (encipher·
ing) and decryp~inlr (decipherinlrl binary coded informa~ion, Encryp~ing data conver1.ll i~ to an
unintelligible form called cipher. ~ryptingcipher converts the data back to il.$ original form. The
algorithm de!lCribed in this standard specifies both enciphering and deciphering operations which
an, based on a binary number called a key. The key consists of 64 binary digits ("O"s or "\'·s) of
which 56 bits are used diredly by the algorithm and 8 bits are used for error detection.

Binary coded data may be cryptographically protected using the DES algorithm in conjunction
with a key. The key is generated in such a way that each of the 56 bits used directly by the
algori~hrn an' r3ndorn and the 8 error detecting bits an' set to make the parity of each S.bit byte of
the key odd, i.e .. there is an odd number of 'T's in elleh S.bit byte. Each member of a group of
authorized users of encrypted computer data must have the key that was used to encillher the d3ta
in order to use it. This key. held byelleh member in common, is used to decipher the data received
in cipher form from other members of the group. The encryption algorithm specified in this
standard is commonly known among those using the standard. The unique key chosen for use in a
particular application makes the results of encrypting data using the algorithm unique. Selection of
a different key causes the cipher that is produCi!d for any given set of inputs to be different. The
cryptographic security of the dMa depends on the security provided for the key used to encipher
and decipher the data.

Data can be recovered from cipher only by using exactly the same key used to encipher it.
Unauthorized recipients of the cipher who know the algorithm but do no~ have the rorrect key
cannot derive ~he original da~a algorithmically. However, anyone who does have the key and the
algorithm can easily decipher the cipher and obtain the original data. A standard algorithm based
on a secure key thus provides a basis for exchanging encrypted computer data by i~uing the key
used to encipher it to those authorized to have the data. Additional FIPS guidelines for
implementing and using the DES are being developed and will be published by NBS.

Appro\;ng Authority: Secretary of Commerce.

Maintenance Agenc)': Institute for Computer Sciences and Technology. National Bureau of
Standards.

Appliubility: This standard will be used by Federal departments and agencies for the crypto­
graphic protection of computer data when the following conditions apply:

U.S. GOIIemmen, work no, protected by U,$. copyright
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1. An authorized omcial or manager responsible for data security or the security of any
computer system decides that cryptographic protedion is required; and

2. The data is not dllS8ified according to the National Security Ad of 1947. as amended. or the
Atomic Energy Ad of 1954. lUI amended.

Howe"er, Federal agencies or departments which use cryptographic devices for protecting data
dllllsified aceording to either of these acts can use those devices for protecting undassified data in
lieu of the standard.

In addition. thill standard may be adopted and used by Mn-Federal Go\-ernmenl organizationll.
Such Ulle ill encouraged when it provides the dellired security for commercial and private
organizations_

Data that is considered sensitive b}' the responsible authority, data that has a high value, or data
that represents a high value should be cryptographically protected if it is vulnerable to unauthor­
ized disclosure or undet...,ted modificlition during tr"'n~mi~~ionor whil.. in ~torage. A risk analysis
should be performed under the direction of a responsible authority to determine potential threats.
FIPS PUB 31 (Guidelines for Automatic Data Processing Physical Se<:urity and Risk Management)
and FIPS PUB 4I (Computer 5e<-urity Guidelines for Implementing the Privacy Act of 1974)
provide guidance for making such an analysis. The costs of providing cryptogTaphic protection
using this standard as well as alternative methods of providing this protection and their res~tive
costs should be projected. A responsible authority then should make a decision, ba.~ed on these
analyses, whether or not 1.0 use crypl.Ographic protection and this standard.

Appliulioll!l: Data enCI')'lltion (cryptography) may be utilized in various applications and in various
environments. ThE' specific utilization of encryption and the implementation of the DES will be
based on many faclOrs particular to the computer system and its aSSl)Cia!.ed components. In
~neral. cryptography is used to protect data while it is being «Immunkated between two points or
while it is stored in a medium vulnerable to physical theft. Communication security provides
protection to data by enciphering it at the transmitting point and deciphering it at the re<.:eiving
point. File security pro"ides protection to data by enciphering it when it is recorded on a storage
medium and deciphering it when it is read back from the storage medium. In the fintcase, the key
must be available at the transmitter and reocei"er simultaneously during communication. In the
second Cll$(', the key must be maintained and acceSllible for the duration of the storage period.

Hard"'are Implementation: The algorithm specified in this standard is to be implemented in
«Imputer or related data «Immunication devices using hardware (not software) technolog}·. The
specific implementation rna}' depend on several factors such as the application, the em-ironment,
the technology used. etc. Implementations which comply with this standard indude Large Scale
Integration (LSI) "chips" in individual eleoctronic packages. devices built from Medium &ale
Integration (MSI) electronic «Imponents, or other electronic de,-ices dedicated to performing the
operations of the algorithm. Micro-processors using Read Only Memory (ROM) or micro-pro­
grammed devicl'$ using microcode for hardware level «Introl instructions are examples of the
latter. Hardwp.re implementations of the algorithm which are tested and validated by NBS will be
considered as «Implying with the standard. Procedures for testing and validating equipment for
conformance with this standard are available from lhe Systems lind Software Division. National
Bureau of Standards, Washington, D.C. 20234. Software implementations in general purpose
«Imputen are not in «Impliance with this standard. Information regarding devicell which have
been tested and validated will be made available 1.0 all FIPS points of ('(Intact.

Export Control: Cryptographic devices and technical data regarding them are subject to Federal
Government export «InttQls as specified in Title 22. Code of Federal Regulations, Parts 121 through
128. Cryptographk devices implementing this standard and technical data regarding them must
«Imply with these Federal regulations.
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l'al~tlI: CrytogTaphio: de'~ implementing this standard may ~ covered by U.s. and foreign
patents IMt..-d lO tht> International BU51IWU "I....hmes Corporation. Ho...·.,'·"r. IBM has "".nlo:d
nonexdusi,·." ro}·.lty.r~ lic-en5t1l under the patents to make. U!Ol' and so.ll apparatus "'hll'"h
<'Ompl," ,.nth 1M standard. 1'h@ terms. C'OfId,uona and 5<:Opr of t~ lir:enk'S an: k"t out in not~
publishN in the Ma}' 13. 1975 and AUKusl :U. 1976 isauo:s of the OfT...·;al eaz"tlo:' of tho:- l:n11t'd
Statn Patent and Trademark 01T1("t (~O. G. .&52 and 9-19 O. G. 17171.

Alternative )Ioo:!ft: of U.inlt' 1M Ut;S; Th... MCUl<k!hrlt's (or lmp"'m..nunk and Usink th@ Data
Ell<'I')"ptlOn Standard" d4.'S<.'rlbe two different I'nI,M\es for usmll: tho. al~nlhm deso."nbt,d '1'1 thIS
standard. Blor-ks of dala rontam,nK 6-l bits mil)' boo dlftO<·t1y ..nwn.tl '1'110 1m. rt.o'"!n' ....n..-,.., &l·b,t
(",pm-r bloc-Ius an' ~nerlltt'd undo!r ('OIllrol of tho.- k"y. This 1$ ('sno:<! the .,Io:<'troni!: t'O<k- book rJMxk.
Altemalwely. thE- d(o"1n'! rna)' t... used u a binary 5t~am ~n"rator to IH'OdU.... 5tat15tio.·a11)· random
bmal'}' biu ",·hi.,h art' th.m rombmed ""'th th", d.,ar llIn"fK·l'}·pt~h ,lata (I.~ b.u) .",ml(" an
Mex("lus,,·e-or·· loKi<' operation. In or.kr to ll.55u.... that tt>.- "'TM:,ph",,,nl(" ck.·io.... and t d....·,p......"n"
de.·'~ art' s)·ll<'hrom~..d. Iheir Inputs II .... always lIt't 10 th... I''''''IOUS &l biu or cillh r that w ....
tran'lrnlUed or r_ived. This 5el:olld mode o( USInIt th" ..n'·I'}·ptlon allronthm IS "all~l t .......·''' r
(eedb3('k ICF'81 modt-o The "Ie<'tronio.· ."O)(lcbook mod.. ""nt-rat...s blo.:ks o(I).I.·'I)...... r bits. Tht: dpher
rt:edba..k n>Ode ~n"rat..s (",pher hllx,n!t" th., Slime number of b,ts as th" I,la,n text. ~:ll"h blo"k o(
"'pO"r IS ind"pendent of all others wht'n th" e1e.,tron,.: .·od.AlOOk nlO<k IS us.,d Whll" "a.ch byt...
(!t"roup or bits) or dpher tlt:'p.!llds on the prl·'·lOuS 6-1 ..,ph"r bIts ""h"n th" "'III1"r r-dba.:k I>lOtlt:' ie.
used. The mod~ o( opt-rllUOll b,.,,,,Oy tl"l!<·"b.-t1 h"'fl/ art' f"rtht'r ""plam,..l 'n tn.. F'I PS ··Guido:lln..s
ror lmplernt'ntinlt" and Ullnj(" th" Data Em·l)·ptlOn Standard,'·

Impl...mentation o( this standard: Th.s standard I,),,("onh,s t'rf....·u\"t, SIX months "ft.",r th., Jlubli.:ation
datt' of thi'l FIPS PUB. It alll)ti~ to all F"ticral ADP syst"ms and aM(),:u.t~1 t.. tel'Ommuni.·ations
net""orks under d",·"loprnent lllt wt'll as to mstal1..od syst..rns wh"n it '5 d"t"n"int-d that .·rYl'toJ.
graphic !,rotoection i'l rE'quiro:d. Eru:h Federal dcp"rtrncnt or aKO'n..}· w,lI ,~~U<. mt...·nal dl""'ti,·cs ror
the use of this Slandanl by thc,r OI""·lItllll(" lIn't" ba.~ on th",,· dllta ."",,·unty .....Iu"..,m...nt
det.'rmllllllions.

NBS WIll providc ass'sta.u-c lO t'cdcr,,1 Ol"Kan".lIt'on5 by de,·.-IoI"nl/: an, I ,,<M,ml/: ",hlit'onal
ledmit-lll lI:"id.. li,ws on '-UIllI'''tCI· M...·",.,t)· ;Ind b)· 1'.'O,·"hnK t.....hni..,d "S.~I~lam·.. in "sinl(" data
"n"'")·llllon. A dali' cn,·rypt,on t"stl",d has I><.'.'n cst:.l>lIshcd withm NBS for us.. in I'ru,·i,hnll: this
t..,:lmi,·al ass;stan"... Th.. National s...•",,·ity AI/:cm·y ai<.~ist~ Fed"....1 d"I"II·tmenL~ ;,,}(I aJ..",m·ics in
.·01Jl1Jll1nll·ations s~·urit)' and III IIct,·,·nllmnl!:' Srlt.·.·'f'i" >l<.,.· ...·;ty 1''''Il"ir..ments. Insl,·u.-tions "nd
",/{ulations rOI· proo.·m·inl/:" datil pro':cssmK cqlllpment ul,lizin/{ lhis 5land,u·,1 wll! I..., 1"",·,,1..«1 b)· th"
c;.,ncral s.....·k.." A<lmimslrlll;on,

SPt"Cirl("ations: Federal Information Processing Standard cFIPS .16) Data Encryption Standard
rOES. raf(i~~l).

Cross Index:

II. FIPS PUB 31. "Gllldclm..sto ADP Ph)·sK·al s....,unl)· 'Ill" R'sk Manll~.·n""It"

d. FIPS PUB-, MGuideline. (or Implementing and Using the Data Encryption Standard" (to

be published)

... OtMr FIPS and Federal Standards are apphubl... to th... 'mlll.."",ntatlOn and U!lt" o( thIS
standard. In p;>rticular.tn.. AtrIt'nun Standard~ (or In(ormation Int..n-hlln~(FIPS PUB Il
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and other ~l.ted data stor.~ media or d.ta romrounic'ations stand.rds should be u~ in
ronju ......tion with this stllndard. A list of currently lIppro"ed Fl PS may be obtain~l from the Ofrll:\:!
of ADP Standards Manall"m\:!nt. Institute for Computer &ienn!s and TrthnolojQ·. National Bureau
of Standards. Washinltton. D.C. 2023·"

QUalifICations: 1lIt' cl'}'p\.Olo:'raph>t" al~T1thm sl>e'Clfted in th. stand.rd transforms a &-I-bit blnary
"alut" into a unIQue &-I·b,t binal'}' \·.Iue based on a 56-bit ,'anable. If the l'Omplete &-I. bit inllut is
used (i.e.. non.. of th.. input bilS should be predetermined from block to block) and ,f th.. 56-bit
variable is randomly dl()!len. no technique other than trying all pos$iblt' keys using known input
and output for tht' DES ..... ill guarantee finding tht' chost'n ke}·. As there are o\·t'r
iO.OOO.OOO.OOO.OOO,OOO es..n·nl}· quadrillion) ll"»5ible kt'ys of 56 bilS. tht' feasibilit)· of den'-'ng a
p.rtic'ular k..y in this way. elCtremt'ly unlikel)' in typ....1 thrul environmenlS. .!olorecl\"er. If the
key is c:hanl!:l'd frequently. the nsk of this ""ent is Jll'\!atly dIminished. Ho.....e ..er. U8e1'll should be
a""are that it is tht"Oret'l"lI.1ly pO$Sibl.. to deri"e th.. k..y in few..r tria[slwith a l'Orrespondinlrl)' lower
probability or sU~'~ss d"lw.ndinK on tl", number of ke)'s tri~'dl and should be caution..d 1.0 dlllngo:
the kl'y as oft..n liS pradMcll1. UlIt!n must chan'CO:! th.. k..y and pnn'ide it II high Ie"e[ of protl'l:tion in
order to miniml"«." tho: pot"nual risks of its unauthonzed romputation or acquisition. The fl'aSlbility
of computlnl/: th" ("orr...·t k\:!y may "han~ with IIth'an("\:!s In tet'hnoiolO'. A tJlQre complete
dncription of the st~ngth of this algorithm ag.inst >'arious thruts ",;11 be contained in the
Guidelines for Implementing and Using the DES.

Wh"n (·orr....·tly impl"nltmt....l and ProiW.rly ukd. this standard ""Ill provide a hiKh I....d of
'·I'}·ptQKraphit· prot...·uon to t-omput.. r dat•. NBS. supportl'<! by th.. t.....hnlt'al IIllSlSta...... of (;on'm­
m..nt <lK<'!I<..... r..sllOnslble for ,-ommunlo..ation kl,·unty. has determlllO'li that the alj(onthm sl>e'C,fied
III this standard w,lI ilro"l(1t. a h'Kh ""'t"1 of prot«1.lOn for a t'mt" penod bo'yond the normall,fe t·}·\·1e
of ilJl aSlOQ(·,at..d ADP t:qUlpm"nt. Th.. IllVt...-tlOn pro,·,ded by this alj1;Orithm all:ainst 1101/:ntia[ new
threal.~ w,lI "'" r..",,,wNI w,thin fin, y..al'l' to al\llt.'!l..~ ill! ad\:!qua(·y. [n add,tion. both the standard and
pouibl.. thr..alll ,....1".·11\1/: tht" ~""'"rity 11IV'·,.I....l throult'h th.. use or this standard will underJl:O
t-ontinual re",..w b)' NBS an<l oth..r '"'Oll"m:<ant "'<'(i.. ral Ort:'3m:<aIlOns. Th.. n,,"· It!...hnoloto' a,·.,lab'"
at lhat tlm" wll[ "'" ",·.luatt.-<l to lk.-t..rmlll... its Iml'....t on tho:- standard. In ackhtlon. the aWaT't'1lt'$$
of any br.,akthroul/:h III t...·hnololo· or any matho:-matk'al "·t"akn..u of t .... alJCOnthm w,ll nu... NBS
Ui r....,\·al"at.. thlll stand:ard and pro"'d" n....·..uary ",,"'~'on~.

Comments: Conun..nl.<t and sult'l/:t:Stions r<'ll:ard'n2 this $tand... rd and ,ts " ... are ,,·.. I.-omt!tl and
JlOould boo add..-s.M'l1 to tho- ASSQt.·late O,r.....lOr ror ADP SlllndardJl. lnst'tut.. ror Computer &-w..........-!I
and T.....hno\ojo·. NatIOnal Burea" of Standards. Washllllt'ton. D.C. 20'~~.

Wai"er 1'l"Otl'dure: Th" h..ad of a Ft-denll aj{('!I<'}' may ...al\'" th.. pl'O.. ision$ of tlll$ F'l pS rUB aft ...·
the conditions and justifintions for the waiver ha"e been <vordinllied with tht" Nationa[ Bureau of
Stan<lartls. A ""aiv"r is n......!lS'u·y if ~ryptOKraphit· rle\·io,-..s lW.rrorminll: an al~rithm oth...r than that
whkh is specified in this standard are to be used by II Ft'deraJ agenc:y for data subject to
cryp~rapohit·prot ....·tion \lnder this st.ndard. No ....ah·.. r III n-,s31'}' if dMSlflt"d '-ommun....hons
5\:!('urity \:!Quipmenl is 10 lit' uSt'<!. Software imill\:!m..ntatlOns of this alRUrithm for operatIOnal Uk III
j{('ll\:!ral purpo~ t·omput.. r syst..ms do not "oml,ly "",th thl~ standard and t'lI<'h SUt'h im"lemt'ntation
must a180 re<:eivl! a waiver. Implementation of the allCQrithm in 80ftware for te~linK or ,,"aluation
dOt's not rt'quire ""ai.... r appro'·1l1. [mfl[.. ment31ion of other spe... ial purpo,", crypl.O/o:"raphil;· alj1;Q­
rithms in 8Oftwar.. for limited U8e within a computer system (e.K....n..-ryptlll/{ p3uwon:l files) or
implementations of t·I'}'Pt.ottraphic' algorithms in softwart' whlt'h we~ beinlt' utIlized III ..-omput"r
systems before the effecti'·" date. of this 'landaret do not rl'QUl~ a ..·."·t'r. How.,'·er, th\:!S(' limIted
U8e' should be ~on"ertt'd 10 th.. u~ of this standard when the system or equipm...nt in"ol\"ed is
uPll:raded or rt'd\:!si/{ned to in..-lude Ken.,ral (·rYPl.O/o:"raphk lirotection of rom"ut..r dllta. Lett..n
d"lK'ribinlt" the nature or and reasons for the wah'er snou[d be addreS$ed to the Assodaw D;l'('("tor
for ADP Standards as p~"ious[y notl'<!.
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Sixty days should be allowed for review and response by NBS. The waiver shall not be approved
until a response from NBS is received; however, the final dedsion for granting the waiver is the
reBponsibility of the head of the particular llgency involved.

Where to Obtain Copiell of the Standani:

Copies of this publication are fOT sale by the National Technical [nformllti,m Service. U. S.
o...partment of Commerce, S28S Port Royal Road. Springfield. Virginia 22161. Order by F1PS PUB
number and title. Prict'Os are published by NTIS in current catalOg!! and other ;lllIuances. Payment
may be made by check, money order, deposit aewunt or charged to a credit card acrepte<! by NTIS.

Federal Information
Processing Standards Publiution 46

1977 Juuary 15

SPECIFICATIONS FOR THE

DATA ENCRYPI'ION STANDARD
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The Data Encryption Standu.rd (DES) shall con$ist of the following DatB Encryption Algorithm to
be implemented in special purpose ele.:tronic devices. These devices shu.ll be designed in such Il wu.y
that they may be used in a computer system or network to provide cryptographic protet:tion to
binu.ry coded data. The method of implementation will depend on the application and environment.
The devices shall be implemented in such 1\ way that they may be tested and validated as
accurately performing the transformations specified in the following alKQrithm.

DATA ENCRYPfIQN ALGORITHM

The algorithm is designed to encipher and de.::ipher blocks of data con$isting of 64 bi~ under control
of a 64-bit key. Deeiphering must be accomplished by using the same key as for enciphering, but
with the schedule of u.ddressing the key bi~ u.ltered so that the det'iphering proceM is the reverse of
the enciphering process. A block to be enciphered i$ subjected to an initial permutation JP, then to
a complex key-dependent computation and finally to a permutation which is the inverse of the
initial permutation JP-'. The key-dependent computation can be simply defined in terms of a
function /, called the cipher function, u.nd a function KS. called the key schedule. A deso:ription of
the computation is given first, along with details as to how the algorithm is used for encipherment.
Next, the use of the algorithm for decipherment is deso:ribed. Finally. a definition of the cipher
function/is given in terms of primitive functions which are called the sele.:tion function$ S, and the
permutation function P. S. P and KS of the algorithm are contained in the Appendix.

The following notation i$ convenient: Given two blocks Land R of bits. LR denotf:'& the block
consi$ting of the bits of L followed by the bits of R. Since concatenation is associative B,B•... B.,
for example, denotes the block consisting of the bits of B, followed by the bits of B• ... followed by
the bits of B•.

EndpMrill/J

A sketch of the enciphering computation is given in figure I.



J'IPS PUB n

PERMUTED
INPUT

I INPUT I
I

(INITIAL PERMUTATION

I '0 I I '0 I

~ -}

I L1=R O I I RI=lO 0 f(RO. K111

+ +~
....

I L2=RI I I '2-',0 II',. '211,

Appe~dix 631

"

I

(INVERSE INITIAL PERM)

I
OUTPUT I



638 Appendix

rips PUB "

The 64 biu of the input block to be endphered are first $ubje<'te<:! to the following permutation,
called the initial permutation lP:

IP

58 50 " " 26 18 10 2.. " .. 36 28 20 12 4
62 54 46 38 30 " 14 6
64 58 .. 46 32 24 16 8
57 49 41 33 " 17 9 1
59 51 43 35 27 19 11 3
81 53 " 37 28 21 13 5
63 " 47 39 31 23 15 7

That is the permuted input ha$ bit S8 of the input a!l its first bit, bit 50 as illl se<'ond bit, and so on
with bit 7 as iu last bit. The permuted input block is then the input to a complex key-dependent
computation described below. The output of that computation, called the preoutput, is then
subje<'te<! to the following permutation whieh is the inverse of the initial permutation:

IP-'

40 8 .. 16 56 24 64 32
39 7 47 15 " 23 63 31
38 6 46 14 " 22 62 30
37 5 " 13 53 21 61 28
36 • .. 12 " 20 .. 28
35 3 43 11 " " 59 27
34 2 42 10 50 18 58 26
33 1 .1 9 49 17 57 "

That is. the output of the algorithm ha!l bit 40 of the preoutput block as it$ first bit, bit 8 as its
second bit, and so on, until bit 25 of the preoutput block is the last bit of the output.

The computation which uses the permuted input block as its input to prodU<'e the preoutput block
consist.ll, but for a final interchan~ of blocks, of 16 iterations of a calculation that is described below
in tenns of the dpher function f which operates on two blocks, one of 32 bib and one of 48 billl, and
produces a block of 32 bits.

Let the 64 bits of the input block to an iteration consist of a 32 bit block L followed by a 32 bit block
R. Using the notation defined in the introduction, the input block is then LR.

Let K be a block of 48 bit.ll chosen from the 64-bit key. Then the output L'R' of an iteration with
input LR is defined by:

111 L' .. R
R' .. L ~f(R,K)

where $ denotes bit-by-bit addition modulo 2.

As remarked before. the input of the first iteration of the calculation is the permuted input
block. If L'R' is the output of the 16th iteration then R'L' is the preoutput block. At each
iteration a different block K of key bits is chosen from the M-bit key designated by KEY.



nps PtJB ..

Appendix 639

With more notation we can ducribe the itentions of the computation in more detail. Let KS
be a function which takes an integer" in the range from I to 16 and a 64-bit block KEY as
input and yields a.!I output a 48-bit block K. which is a permuted .election of bits from KEY.
That is

K. _ KS(rt,KEn

with K. determined by the bits in 48 distinct bit po.itions of KEY. KS is ulled the key
sc:hedul" because the block X u.ed in the n'th iteration of 0) i. the block X. determined by (2).

As before, let the permuted input block be LR. Finally, let L.. and R. be respectively Land R
and let L. and R. be respectively L' and R' 0((1) when Land R are r6pec:tively L._. and R._,
and K i. Ko: that i., when" i. in the range from I to 16.

131

The preoutput block is then R,.J.,.,

L.-R._.
R. - L••• effR._" K.)

The key schedule KS of the algorithm i. described in detail in the Appendix. The key schedule
produce. the 16 K. which are required for the algorithm.

The permutation I P-' applifii to the preoutput block is the in\'erse of the initial permutation
IP applied to the input. Further, from OJ it follows that:

141 R -L'
L '" R' ef(L', K)

Con.~uently,to thcipller it is only nt("usary to apply the «rr Mme algori'llm '0 0" elW'ip/lerfli
me'Mge blodt, taking care that at each iteration of the computation t/le .lIme block 01 Ire" IMt.
K i. u.ed during decipherment as was used during the enc:iphetment of the block. Using the
notation of the previous section, this can be expressed by the equations:

,,, R._ • .. L.
L._. - R. eJtL.. X.)

where now R .. L,. is the permuted input block for the deciphering calculation and L.R. is the
preoutput block. That ii, for the decipherment calculation with R" L,. as the permuled input,
K .. is used in the first iteration, K .. in the second, and so on..... ith K, used in the 16th
iteration.

TM CipMr Fu"c:tio" f

A .kete:h of the calculation of f( R, X) is given in figure 2.
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48 BITS K (48 BITS)

L- -{ + )- -'

F1GUR>; 2. Co>lcwia!ioft afflR. K).

Let E denote a function which takes a block of 32 bits as input and yield" a blol'k of 4x hit~ 'l~

output. Let E be such that the 48 bits of its output, written as 8 bl<.>ch o( G "its e"dl, art·
obtained by selecting the "its in its inputs in order according to the following table:

E BIT-SELECTION TABLE

32 , 2 3 , 5, 5 6 7 • 9

• 9 " " " "" " " " .. "" " .. " 20 "20 " 22 23 " 25

" 25 26 27 28 29

" 20 30 " 32 ,
Thus the first three bits of E( R) are the bits in positions 32. I and 2 of R while the last 2 bit~

of E( R) are the bits in positions 32 and \.
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Each of the unique selection functiOn! S~ S ••...• S. takn a ~bit block as input and yiekb a4­
bit block as output and is illustrated b}' u.ing a table containing the recommended 5,;

~

Column Number...
No. • 2 3 , , • 7 8 , I' II 12 13 14 I'

• 14 , 13 I 2 I' II 8 3 I' 8 12 , , • 7
I • I' 7 • 14 2 13 I I' • 12 II , , 3 8
2 • I I' 8 13 • , II I' 12 , 7 3 I' , •3 I' 12 8 2 , , I 7 , II 3 I' I' • • 13

If 5, is th.,. rUn('tion defined in this table and 8 i. a block of 6 biu. then 5, (B) is determin~ Il!I

follows: The first and last bits of B represent in base 2 a num~r in the range () l(l 3. wt that
number be i. The middle oJ bitll of B represent in balle 2 a number in the range O·to 15. Let that
number btoj. Look Ull in the table the numbf.r in thl.' ;'th row andj'th column. It is a number
in the mnRe 0 to 15 and is uniquely represent~ by a 4 bit block. That block is the output
S,t BI of S, for the input B. For example. for input 011011 the row III 01. that ill row I. and the
rolumn III determmE'd b}' 11O\, that I~ ('olumn 13. In row I ('olumn 13 appears 5 so that the
output is 0101. Sele('tion fUnl"lIOnS 5,. S ...... 5. of the al/{orithm appear in the Apilendix.

The pumutation fun('tion P yields Ii 32.bit output from a 32-bit inpul by permuting the bit' of
the input block. Su('h a fun('tlOn is defined by the foliowinK table:

e
I' 7 20 21
29 12 28 17

I I' 23 26, I' 31 I'
2 8 " I.

32 ,- 3 ,-'
I' 13 30 •22 II ,

"
The output P/..L) for the fun('uon P defin~ by thi, table IS obtain~ from the input L by
takinj,: the 16th bit of J. all the first bit of PI.. L). the ith bit all the lIKond bIt of PI.. L I. and !lO on
until the 25th bit or L Is taken as Ihe 32nd bit of PI I.). The llermutation fun('tion P of the
alf{'Orithm is repeated in thl! Apl>endix.

Now let 5,..... S. be eir;ht dlsun('t 'elKI;on fun('tion•• let P be the permutation functIOn and
tet E be tht' fUr>ction dl.'fined above.

To define It R. K J WE' first define B" ...• B. to be block, of 6 bits each for which

(61 B,B•... B. - K fBEIR)

The block If R. K I ill then defined to be

PISJ,B,IS.(BJ ... S.(8.)I
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Thu. K lilE{R) is fi,..t di .. ided into the 8 blOl:h as indicated in (6). Th~n u('h H, I~ lllk..n II~ an
inpul to S, and the 8 bl«lr.. S,(8,I, S,(8,), . ..• S,(8.> or 4 bits pach arp ron~"hof.I.. 01 Into _
!lingle b10C'1r. of 32 biu whkh forms the input to P. The oUlput (7) .11 lh",n th.. oUIIOl" ... f It...
fun('tion/for the inputs Rand K.
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APPENDIX

PRIMITIVE FUNCfIONS FOR THE
DATA ENCRYPTION ALGORITHM

The choice of the primitive runctions KS, S" .. " S. and P is critical to the strength of an
endpherment resulting from the algorithm. Spel'ified below is the r«ommended set of functions,
describing S.... " S. and P in the ume way they are described in the algorithm. For the
interpretation of the tables describing these functions, see the discussion in the bbd)' of the
algorithm.

The primitive functions 5" .. " S .. are:

S,

"
, 13 I 2 " \I • 3 10 6 12 5 • 0 7

0 " 7 ,
" 2 13 I 10 6 12 \I • 5 3 •, 1 " • 13 6 2 \I 15 12 • 7 3 10 5 »

15 12 • 2 , • I 7 5 \I 3 " 10 0 6 13

S.

" 1 • " 6 \I 3 , • 7 2 13 12 0 5 10
3 13 , 7 15 2 • " 12 0 I 10 6 • \I 5
0 " 7 \I 10 , 13 I 5 • 12 6 • 3 2 15

13 • 10 1 3 15 , 2 \I 6 7 12 0 5 " •
S.

10 0 • " 6 3 15 5 1 13 12 7 \I , 2 •13 7 0 • 3 , 6 10 2 • 5 " 12 \I 15 1
13 6 , • • " 3 0 \I 1 2 12 5 10 " 7

1 10 13 0 6 • • 7 , 15 " 3 \I 5 2 12

S.

7 13 " 3 0 6 • 10 I 2 • 5 \I 12 , 15
13 • \I 5 6 15 0 3 , 7 2 12 1 10 " •10 6 • 0 12 \I 7 13 15 1 3 " 5 2 • ,
3 15 0 6 10 I 13 • • , 5 \I 12 7 2 "

S.

2 12 • 1 7 10 \I 6 • 5 3 15 13 0 " •
" \I 2 12 • 7 13 I 5 0 15 10 3 • • 6

• 2 1 \I 10 13 7 • 15 • 12 5 6 3 0 "\I • 12 7 I " 2 13 6 " 0 • 10 , 5 3

S.

12 I 10 15 • 2 6 • 0 13 3 • " 7 5 \I
10 15 • 2 7 12 • 5 6 1 13 " 0 \I 3 •• " 15 5 2 • 12 3 7 0 • 10 1 13 \I 6

• 3 2 12 • 5 15 10 \I " 1 7 6 0 • 13
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S,

4 11 2 14 l' 0 8 13 3 12 9 7 , 10 , 1
13 0 11 7 • 9 1 10 14 3 , 12 2 l' , 6

1 4 11 13 12 3 7 1. 10 l' 6 8 0 , 9 2
6 11 13 8 1 4 10 7 9 , 0 l' 14 2 3 12

S,

13 2 8 • 6 l' 11 1 10 9 3 14 , 0 12 7
1 l' 13 , 10 3 7 • 12 , , 11 0 14 9 2
7 11 • 1 9 12 14 2 0 , 10 13 l' 3 , 8
2 1 14 7 4 10 8 13 l' 12 9 0 3 , 6 11

The primitive function Pis:

l' 7 20 21
29 12 28 17

1 l' 23 20, 18 31 10
2 8 24 14

32 27 3 9
19 13 30 6

" 11 4 2S

Reeall that K .. for I Sns16. is the block of 48 bits in (2) of the algorithm. Hence. to descrir". KS. 1\ ..
sufficient to describe the cakulation of K. from KEY for n .. 1.2...., 16. That cakul"uun
illU!ltrated in figure 3. To cvmplete the defmition of KS it is thert!fore sufficient to d",~,'ri!~' (h~ I
permuted choices. as well as the schedule of left shifts. One bit in each Bobit byte of thll I{~'

may be utili",ed for error detection in key ~neration. distribution and storage. Bits 8. 16, .. ., If.! ",
for use in assuring that each byte is of odd parity.

Permuted choiee I is determined by the following table:

PC-I

67 " 41 " 25 11 9
1 58 " 42 34 20 18

10 2 59 51 43 35 27
19 11 3 80 52 " 36

63 " 47 39 31 23 l'
7 62 " 46 38 30 "14 , 61 " " 37 29

21 13 , 28 20 12 4

The table has been divided into two parts, with the first part determining how the bits of C. are
chosen. and the second part determining how the bits of D" are chosen. The bits of KEY are
numbered I through 64. The bits of C" are respectively bits &7, 49. 41. ...,44 and 36 of KEY, with
the bits of D" being bits 63. 55. 47. .... 12 and 4 of KEY.

With Co and D" defined. we now define how the blocks C. and D. are obtained from the blocks C._,
and D._" respe<:tively, for n ~ I, 2..... 16. That is accomplished by adhering to the following
schedule of len shifts of the individual blocks:
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CHOICE 2

PERMUTED
CHOICE 2

PERMUTED

KEY

I- +-- -{ PERMUTED
CHOICE 2
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Iteration Number of
Number Left Shifts

1 1, 1
3 2, 2
5 2
6 2
7 2
8 2
9 1

I' 2
11 2
12 2
13 2

l' 2
15 2
16 1

For example. C,and D,are obtained from C. and D.. respeeti\'l'ly, by two left shifts, and C,. and f),.

a.re obta.ined from C .. and D,,. resP\'cti\'ely, by one left shift. In all ("ases, by a sin~le left ~Inft ,~

meant a rotation of the bits one pla..-e to the left, so that after one left shift the bits in tIlt' "lit
positions are the bits that were previousl}' in positions 2, 3, .. " '28, \.

Permuted choice 2 is determined by the following tabl!.':

~£;..=~

l' 17 11 " 1 5
3 28 15 6 21 10

23 19 12 , 26 ,
16 7 27 2Q 13 2
'1 " 31 37 " "30 " 51 " 33 "" " 39 56 " "" " 50 36 29 32

Therefore, the first bitofK. is the lUh bit ofC.D .. the seC()nd bit the 17th, and So"n "",th til!· ·17th
bit the 29th, and the 48th bil the 32nd.




