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Abstract. We explore some questions related to one of Brizolis: does
every prime p have a pair (g, h) such that h is a fixed point for the discrete
logarithm with base g? We extend this question to ask about not only
fixed points but also two-cycles. Campbell and Pomerance have not only
answered the fixed point question for sufficiently large p but have also
rigorously estimated the number of such pairs given certain conditions
on g and h. We attempt to give heuristics for similar estimates given
other conditions on g and h and also in the case of two-cycles. These
heuristics are well-supported by the data we have collected, and seem
suitable for conversion into rigorous estimates in the future.

1 Introduction, Previous Work,
and Data on Fixed Points

In [4], paragraph F9 includes the following problem, due to Brizolis: given a
prime p > 3, is there always a pair (g,h) such that ¢ is a primitive root of p,
1<h<p-1,and

g"=h modp ? (1)

In other words, is there always a primitive root g such that the discrete logarithm
log, has a fixed point? It has been proved that the number N(p) of such pairs
is greater than ¢(p — 1)2/(p — 1) + O(p*/?*¢), thereby showing that the answer
to Brizolis’ question is yes at least for sufficiently large p. This result seems
to have been first proved by Zhang in [7] and later, independently, by Cobeli
and Zaharescu in [2]. Campbell and Pomerance ([6]) have again rediscovered the
result and made the value of “sufficiently large” small enough that they expect
to be able to use a direct search to finish the problem.

This paper attempts to start a similar project for the two-cycles of log,, that
is the pairs (g, h) such that there is some a between 1 and p — 1 such that

¢d"=a modp and ¢g*=h modp . (2)
Using the work of Campbell and Pomerance as a starting point we give heuristics
for estimating the number of such pairs with and without various side conditions,
and provide computational evidence to support them. We expect that the meth-
ods used by Campbell and Pomerance would also be useful in turning these
heuristics into asymptotic theorems.
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The first observation that Campbell and Pomerance make is that if & is a
primitive root modulo p which is also relatively prime to p — 1, then there is a
unique primitive root g satisfying (1), namely g = h" reduced modulo p, where
h denotes the inverse of  modulo p — 1 throughout this paper. (Note that if h
is relatively prime to p — 1 then h is a primitive root if and only if g is. Likewise,
g and h have the same order modulo p if and only if h is relatively prime to
p — 1.) Their technique for estimating N(p) is thus to count the number of such
h. One possible underlying heuristic for this is to observe that there are ¢(p—1)
possibilities for A which are relatively prime to p — 1, and we would expect each
of them to be a primitive root with probability ¢(p — 1)/(p — 1). (There are
¢(p — 1) primitive roots for p among the numbers between 1 and p — 1.) This by
itself gives a very accurate estimate of the number of solutions to () with g a
primitive root and h relatively prime to p — 1, as is shown for some sample p in
Table [l (See Section Blfor details on how the tables were computed.)

Table 1. Solutions to (@) with g PR, h RPPR

p ||predicted|observed
10007{| 2500.5 2539
10009{| 1096.1 1103
10037| 2115.7 2111
10039| 812.6 781
10061 1603.2 1605

Campbell and Pomerance also observe that the solutions to () with g a
primitive root and h relatively prime to p — 1 make up a positive proportion
of the solutions with g a primitive root but no restrictions on h. To obtain a
heuristic for this problem which may prove useful we look at a simpler version
of Brizolis’ problem where ¢ is not necessarily a primitive root. To reduce the
amount of excess verbiage, in the rest of this paper we will refer to an integer
which is a primitive root modulo p as PR and an integer which is relatively prime
to p— 1 as RP. An integer which is both will be referred to as RPPR and one
which has no restrictions will be referred to as ANY. All integers will be taken to
be between 1 and p — 1, inclusive, unless stated otherwise. If N(p) is, as above,
the number of solutions to () such that g is a primitive root and h is a primitive
root which is relatively prime to p—1 then we will say N (p) = Nm.gpr.n rPPR(D)-

With this notation, we now look at Ny ; any 1 re(P) and N o any 4 any (P)-
In the first case, h has an inverse modulo p — 1, so as before there is a unique g
for each h such that (g,h) satisfies (I). Thus Ny o any,nre(P) = @(p — 1) with
no error term.

On the other hand if h is ANY then there are two possibilities. Let d =
ged(h,p —1). If h is a d-th power residue modulo p then there are d solutions g
to (), since d divides p — 1. If h is not a a d-th power residue then there are no
solutions to (). The number of d-th power residues modulo p is (p — 1)/d, so
the chance that h is a residue is 1/d. Thus we expect on the average 1 pair (g, h)
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for every h, or p — 1 pairs in all, giving us N} , any,»any (P) = p — 1. Table
gives evidence that this is correct.

Table 2. Solutions to (@) with g ANY, 1 ANY

p ||predicted|observed
10007{| 10006 10082
10009{| 10008 9820
10037|| 10036 10249
10039|| 10038 10058
10061| 10060 9923

Now suppose g is PR, h is ANY. The analysis is the same as in the previous
case, except that now each solution g has an estimated chance of ¢(p—1)/(p—1) of
being a primitive root modulo p. Thus Ny , pr.uANY (P) & d(p—1), as suggested
by Table Bl

Table 3. Solutions to () with g PR, h ANY

p ||[predicted|observed
10007|| 5002 5079
10009| 3312 3295
10037| 4608 4643
10039| 2856 2812
10061| 4016 3987

We have not yet mentioned all of the (sixteen) possible combinations of
conditions on g and h. By observations made above,

N(III),g PR,k repr(P) = N(I]]),g PR,h rp(p) = N(ﬂ]),g PR,k pr(D) = Nd]]),g ANY,h rppR(P)-
We have not yet collected data for N (@, ANY, 1 pr(P) but there is every reason to

believe that it is approximately ¢(p —1)/(p — L)N(T} , any,nany(P) = ¢(p — 1)
since the extra condition on h is independent in our heuristics. Likewise in the

cases where g is RP or RPPR we would expect the values to be approximately
¢(p—1)/(p—1) times the corresponding values where g is ANY or PR. (The case
where g is RPPR is also mentioned in [4].)

In summary, we have the following:

Theorem 1 (Zhang, independently by others).
N(U]),g PR, repr(P) ~ O(p — 1?/(p—1)
Conjecture 1.

(a) Nm.g anv.hany(P) & p—1
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(b) N(@),gprnany(@) = é(p—1)
() NIy, g ANY, 1 pr(P) = d(p — 1)
(d) N).grene(®) = 60— 1)/(p = N}, any.pe(P)
(e) NdIb,g RPPR,h.(p) ~o(p—1)/(p— 1)N4I|),g PR,h.(P)

2 Two-Cycles: Heuristics

Attacking (2) directly requires the simultaneous solution of two modular equa-
tions, presenting both computational and theoretical difficulties. In the fixed
point case we started with the situations where h was RP and we could solve (D)
immediately. Similarly, in the two-cycle case we will use similar conditions to
reduce the solution of two equations to the solution of one equation.

(As an aside, it should be noted that (@) is already in some sense only one
equation, as a is in fact explicitly defined. Thus we could write (@) in the form

ggh mod? = p mod p .

However, this has the serious drawback of an unnatural reduction modulo p in
the exponent. There does not seems to be any added insight gained from writing
the equation this way which would make up for this problem.)

Consider the modular equation

h" =a® mod p (3)

Given g, h, and a as in (2, then @) is clearly satisfied and the common value
is g modulo p. Conditions on g and h in (2) can (sometimes) be translated
into conditions on h and a in (@)). On the other hand, given a pair (h,a) which
satisfies (B), we can attempt to solve for g such that (g,h) satisfies () and
translate conditions on (h,a) into conditions on (g, h). We will start with the
situations where the equivalence is relatively straightforward.

If h is RP and a is ANY in (@) then we can let g = a”" modulo p; then it is
straightforward to show that we have a two-cycle with h RP and no particular
condition on g. (In fact given h there is a one-to-one correspondence between
instances of g which are ANY and instances of a which are ANY.) Conversely,
given a two-cycle with i RP and g ANY, we have (@) with h RP and a ANY. Thus
N@).ganv.nre(P) = N@)nre.aany (P). Computationally, the second of these is
much easier to compute; instead of looping through both ¢ and h we only need
to loop through a and record the value of each a* modulo p and whether a was
RP.

For a heuristic estimate of Ngj ;any,nre(P) = N@) nreaany(P), it turns
to be useful to make a distinction between two-cycles which are fixed points
and “proper” two-cycles. The former correspond to the trivial solutions h = a
of @). (Indeed, we saw already in the case of fixed points that we should set
g = h" = a".) We estimated that there are approximately ¢(p — 1) fixed points
in this case. The proper two-cycles correspond to pairs (h,a) with h # a; the
values of A" and a® modulo p are distributed according to no obvious pattern,
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so given h we suppose a chance of 1/(p — 1) that h" = a®. There are ¢(p — 1)
values of h which are RP and p — 2 values of a # h for an expected number of
nontrivial pairs equal to (p — 1)¢(p —1)/(p — 2) = ¢(p — 1). (We will ignore the
o(1) terms coming from a # h in the future.)

Congjecture 2. N(IZ),gANY,h Rp(p) = N(Bb,h RP,a ANy(p) ~2¢0(p —1).

Table [ in Section Bl gives values of N(Bb,h RP’aANY(p) determined by experi-
ment which agree quite well with the estimated ones.

Adding conditions to a does not significantly complicate the analysis. If h
and a are both RP in a solution to (B]) then it is easy to see that this is equivalent
to a solution to (@) with A RP and ord,(g) = ord,(h), but no other conditions
on g. We will say that Ngg ,rp re(P) = N@) 1 re,gorD 1 (P)- We estimate this
by separating the trivial and nontrivial pairs (h,a) once again. There are ap-
proximately ¢(p — 1) of the former and approximately ¢(p — 1)2/(p — 1) of the
latter, since there are only ¢(p — 1) values of a which are RP.

Conjecture 3. N3} 1 rp.are(P) = N@) hre,goron(P) = (P —1) +d(p— 1%/(p—
1).
If h is RP and a is PR in a solution to (B)), then this is equivalent to a solution

to (2) with g PR and h RP, so Ngj ;pr ke (P) = N@) 1 re.opr(P)- In separating
the trivial and nontrivial pairs it is necessary to observe that if h = a then h is
RPPR, so the trivial pairs contribute ~ ¢(p — 1)?/(p — 1). The nontrivial pairs
also contribute ~ ¢(p — 1)%/(p — 1).

Conjecture 4. N@),ngﬁRp(p) = N@7hRP7aPR(p) ~20(p—1)2/(p—1).

If either h or a is required to be RPPR in a solution to (3)), then both
must be. This is equivalent to a solution of (@) with ¢ PR and h RPPR; i.e.,
N@j grrnrerr(P) = N@) 1 reeroreer(P). The trivial pairs (h,a) contribute
~ ¢(p—1)2/(p — 1). The nontrivial pairs contribute ~ ¢(p — 1)3/(p — 1)?, since
there are ~ ¢(p — 1)?/(p — 1) values each of a and h which are RPPR, but the
values of h" and a® are now constrained to be PR so there are only ¢(p — 1)
possibilities.

Conjecture 5. Ny pr nrepr(P) = N@) nreprarepr(P) = (0 —1)%/(p — 1) +
o(p—1)°/(p—1)*.

If @ is RP but A is not necessarily so, then we may proceed similarly, let-
ting ¢ = h® modulo p. If a is RP and h is ANY, this is equivalent to a solu-
tion to (@) with A ANY and ord,(g) = ord,(h). Thus N(EI),hANY,gORDh(p) =
N(Eb,hANY,a rp(P). This of course is the same as Ndzb,h RP’aANY(p) ~ 2¢0(p—1).
Similarly, if @ is RP and & is PR then this is equivalent to a solution to (@) with
g and h both PR, so Np} ;pr 4pr(P) = N3 nprare(p)- This is the same as
N(Eb,h RP,a pr(P) = 20(p —1)%/(p—1).

Conjecture 6.

(a) Nde,hANY,QORDh(p) = N(Eb,hANY,a rp(P) = 20(p — 1).
(b) N@) ner,g pr(P) = NG nera re(P) = 20(p—1)%/(p—1).
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The heuristics for [B) so far seem to be well supported by the data (see
Section [3)), are easy to convert to heuristics for (2]), and seem to be suitable for
a rigorous approach along the lines of [6]. The situation when neither & nor a is
RP is less convenient.

We will first discuss the solutions to (B, and afterwards their relationship
to (B). The expected chance that a number is PR is the same as the chance that
a number is RP, so we would expect N} , PR.aANY (P) & N@).n RP.a ANy (P) &
2¢(p — 1), and of course the same for N@h.nany.a pr(p). This appears to be
the case. Similarly we expect Ngg ; pr o pr(P) & N@) nre.ore(P) ~ 6(p — 1) +
é(p—1)%/(p—1). Finally, the same heuristics predict that N@).n any,a any (P) =
2(p — 1). This does not seem to fit well with the data, however. (See Section [3l)

A finer analysis in this case is in order. (The following argument was sug-
gested by an anonymous referee.) Fix the prime p, and let S, be the set of
h which are ANY such that ord,(h") = m. Let T, be the set of h which are
ANY such that ord,(h) = m. Then the estimated chance that h" modulo p is a
particular number in T}, is |Sm|/|T)n| and the estimated chance that h" and a®
are the same number modulo p is |Sy,|*/|Ty|*. The number of solutions to (B)
with ord,(h") = ord,(a®) = m is thus ~ |Sm|?/|Tom|, and the total number of
nontrivial solutions to @) is ~ >, , 1S 2/ | T .

Now it’s not hard to see that h” has order m if and only if h has order dm
for some d dividing (p — 1)/m and also ged(h, ord,(h)) = d. So

Sm=|J (ordy(a) =dm} N {ged(a,dm) = d}).
d|(p—1)/m

Supposing as we have been that conditions on order are independent of condi-
tions on greatest common divisors, we have

P(dm)p(m) _ ¢(m) ¢(dm)
|Sm| ~ Z dm ~m Z d
d|(p—1)/m d|(p—1)/m

and
B(m) P(dm)
Yo Skl Tl Y = Y
el w1 ™ \ae=iym @

Thus we estimate

N(Bb,hANY,aANY(p)%(P*I)+ Z @ Z @

m|p—1 dl(p—1)/m

which gives much better agreement with the data.
In the case where p — 1 is squarefree, ¢ can be treated as completely multi-
plicative and this can be simplified to

¢(m)? ¢(d) | _ ¢(q)° ¢(q)
POl D Dl B HT H(Hq)

m|p—1 d|(p—1)/m mlp—1 \q/m ql(p—1)/m
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_qllp_ll( @)qulgl(ﬁl—;).
Thus
N@jnany.aany () = (p—1) +q|1p_[1( +1_>

In all cases the product is taken over primes q.
A similar analysis can be done in the general case; let p — 1 =[] ¢* and let
m =[] ¢”, then

dm
d|(p—1)/m q 0<y<a—-p

=];[¢(qﬁ) ((1—;) (a_ﬁ)JrqS;q;))

m)p(m atp
ENEED DR | DY (N pi e

and

m|p—1

3
1 ¢t —q aq®t? — (a+1)¢* +¢
+ 1—) {a+12—2a+1
( q ( ) qg—1 ( ) (q—1)2

g3 — (202 + 2a — 1)¢*T2 + (a® + 2a + 1)¢® Tt + ¢® + ¢ ()
(¢—1)3

+

To summarize:

Conjecture 7.

(a) N(Eb h ANY, aANy(p) (r—1) +Zm|p 1 e (Ed\ (p—1)/m ¢((ilm))

1
(b) If p—1is squarefree then NG} , any o any (P) = (P—=1) +]1 1 (q +1- 5)’

where the product is taken over primes ¢ dividing p — 1.
(c) In general, Nggj , any . any (P) & (p — 1) plus the formula given in (@).

(This finer analysis can also be carried out for the other sets of conditions
on h and a that we have investigated. The reader will find that the heuristic
estimates produced in these cases are the same as those that result from the
coarser analyses above.)
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We now to the the implications for Ngj , any ,any(P). A solution to ®
certainly gives us a solution to () by letting a = g” modulo p. Thus, for instance,
we expect Ngj o any.nany (P) = N@).nany,q any (P)- In the other direction, given
a solution to (@) we can try to solve ¢"* = h" modulo p; this will succeed 1/d
of the time where d = ged(ha,p — 1). If there is a solution, then there are d
such solutions, which look like g¢ where ¢¢ = 1 modulo p. Now (g%)" = h”,
so h = g for some (" =1, W = ged(h,p — 1). Likewise a = ¢"¢’ for some
C’“/ =1, d = ged(h,p — 1). We want to find £ such that (¢§)* = h = ¢°¢ and
(g)" = a = g"¢/, or €* = ¢ and &" = ¢’. We would expect that the chance
of this happening for a particular ¢ would be a’h’/d?. There are d values of ¢
such that (g€)"* = h" if there are any, but g only exists 1/d of the time. Thus
given a pair (h,a) which is a solution to (B]) we expect on the average a’'h’/d? =
ged(a,p—1) ged(h, p — 1)/ ged(ha, p — 1)? pairs (g, h) which are solutions to ().
If h and a are both RP then this number is 1; in general it will be less. This
seems to be born out by the data as far as it goes.

3 Two-Cycles: Data

Tables @ through [[l give the number of solutions to @) for all of the conditions
on h and a discussed above, keeping in mind that conditions on h and a are
symmetric. Each table was calculated in a few minutes on a home computer
using Maple. Almost all of the observed data points are within a few percent of
their predicted values.

Table 4. Solutions to @) with h RP

P |[Naany predicted| N, any observed||N,pr predicted|N,pr observed
10007 10004 9947 5001.0 5050
10009 6624 6569 2192.1 2186
10037 9216 9092 4231.5 4174
10039 5712 5724 1625.2 1611
10061 8032 8008 3206.4 3176

Table 5. More solutions to (@) with h RP

p ||Narp predicted|N,rp observed||Ng,nrepr predicted| N, »rrpr Observed

10007 7502.5 7516 3750.5 3853
10009 4408.1 4454 1458.8 1449
10037 6723.7 6578 3087.2 3019
10039 3668.6 3690 1043.8 999

10061 5619.2 5572 2243.2 2205
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Table 6. Solutions to (B) with A PR

p || Naany predicted| N, any observed|| N, pr predicted|N, pr observed
10007 10004 10001 7502.5 7520
10009 6624 6491 4408.1 4356
10037 9216 9207 6723.7 6668
10039 5712 5857 3668.6 3732
10061 8032 8046 5619.2 5634

Table 7. Solutions to @) with & ANY, a ANY

p ||N predicted| N observed
10007|| 22516.0 22428
10009| 28790.4 28434
10037|| 24891.5 24638
10039| 27323.4 27238
10061|| 26137.5 26328

Tables Bl and [ give the number of solutions to (Z)) for some representative
conditions on g and h. Table B was computed on a SPARC-station in 7.2 hours,
using Maple. (Tables [ and Bl were computed at the same time.) Table 0] was
computed on a Pentium III running Linux in 3.5 hours, using Maple. (Table
was computed at the same time.) No particular attempts were made to optimize
the code. The numbers for i RP are identical with the corresponding numbers
for (@) given above.

The predicted numbers for h ANY were not calculated using the heuristics
for @) discussed above. Instead, we observed that non-trivial solutions to (2
are also equivalent to non-trivial solutions of the equation

g" = log, h

where the left-hand side is taken to be reduced modulo p and the right-hand
side is taken as a number between 0 and p — 2 if it exists. We assume that the
left-hand and right-hand sides are distributed independently. If g is PR, there
are ¢(p — 1) choices for g. For each g there are p — 1 choices for h and for each
one a 1/(p — 1) chance that the left-hand and right-hand sides will coincide, for
an expected total of ¢(p — 1) non-trivial choices. Combined with our predictions
for fixed points, this gives Ny, PR,hANY(p) ~ 2¢(p—1). If g is ANY, then there
are p — 1 choices for g. The right-hand side only exists if A is a power of g, but
the left-hand side can only take on as many values as there are powers of g, so
these factors balance out for an expected total of p — 1. Combining this with
fixed point results gives:

Conjecture 8. N@),gANyﬁANy(P) ~2(p—1).

These results agree with the observed numbers within a few percentage
points. (The drawback of these heuristics compared to those derived from (@) is
that they do not seem as suitable for a rigorous approach.)
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Table 8. Solutions to () with g PR

p Npany predicted| Ny any observed|| Ny, rp predicted| Ny rp observed
10007 10004 10061 5001.0 5050
10009 6624 6479 2192.1 2186
10037 9216 9125 4231.5 4174
10039 5712 5730 1625.2 1611
10061 8032 7923 3206.4 3176

Table 9. Solutions to (&) with g ANY

P ||Npany predicted| Ny any observed|| Ny, rp predicted|Np rp observed
10007 20012 20006 10004 9947
10009 20018 19628 6624 6569
10037 20072 20107 9216 9092
10039 20076 20084 5712 5724
10061 20120 19853 8032 8008

4 Applications, Conclusion, and Future Work

The idea of repeatedly applying the function x — ¢* mod p is used in the famous
cryptographically secure pseudorandom bit generator of Blum and Micali. ([I[;
see also [5] and [3], among others, for further developments.) If one could predict
that a pseudorandom generator was going to fall into a fixed point or cycle of
small length, this would obviously be detrimental to cryptographic security. Our
data suggests, however, that the chance that a pair (g, h) is a non-trivial two-
cycle is 1/(p — 1) for all of the conditions on choosing g and h that we have
investigated. Likewise the chance that a pair (g, h) is a fixed point is 1/(p — 1)
except in the case where g is chosen PR and h is chosen RPPR, in which case
the chance is 1/¢(p — 1) due to the redundancy of the conditions. This might
perhaps be taken as an indication that the seed of one of these pseudorandom
generators should be chosen not to be RPPR if this is feasible. (In these protocols
g is often taken to be PR as a given.)

Most of the results of this paper are perhaps not surprising. We hope, how-
ever, that the heuristics introduced will lead to rigorous bounds on the error
terms for our estimates. A likely consequence of these bounds would be proofs
that every prime has a pair (g, h) which is a non-trivial two-cycle given various
conditions on g and h. One area which we are not able to fully develop is the
relationship between N@)’hANYﬂ any and N@%g ANY 1 ANY - Also, it may be possi-
ble to clean up the general formula for Nd3]),h ANY o any- More work is definitely
needed in these areas. Another obvious direction for further work would be to
extend our analysis to three-cycles and more generally k-cycles for small values
of k.
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