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Abstract

This paper studies the mapping gx → gx2
(mod p) by showing that

it inherits its structure from the mapping x → x2 (mod ordp(g)). We
first explore the context in which this mapping is important; specifically,
we consider the Diffie-Hellman protocol, Diffie-Hellman problem, and the
various problems that have spawned from these including the discrete
logarithm and square exponent problems. We then demonstrate that we

may infer the structure of gx → gx2
(mod p) from x→ x2 (mod ordp(g))

and translate some results proved by Somer and Kroger about the latter
to the former case.

1 The Diffie-Hellman Problem

1.1 The Diffie-Hellman Protocol

The motivation for our research stems from what is known as the Diffie-Hellman
protocol. First published publicly by Whitfield Diffie and Martin Hellman in
1976, Diffie-Hellman is a secure protocol for public-key cryptography. Alice and
Bob both desire to share a secret key using public channels. This means that
everyone, Eve, can intercept any messages sent between the two. Alice and Bob
agree on a prime p and a generator g ∈ Zp∗ . They choose respectively a and b
∈ [1, p−1]. Alice calculates ga, Bob calculates gb and they exchange. Alice now
has gb and a; Bob likewise has ga and b. From this information they can both
efficiently calculate gab — their shared secret key.

What makes this protocol secure? The discrepancy between the amount of
computation time that it takes Eve to calculate gab and the time that it takes
Alice or Bob. Eve has ga, gb, and g; to obtain Alice and Bob’s key, Eve must
solve what is known as the Diffie-Hellman problem. That is: given ga and gb,
calculate gab. While Alice and Bob can calculate gx in O(log x), there exists
no known algorithm to efficiently solve this problem in a general finite group.
Thus, the Diffie-Hellman protocol is thought to be secure and the problem
remains open.
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1.2 The Discrete Logarithm

One known way to solve the Diffie-Hellman problem is by calculating what is
known as the discrete logarithm base g of either ga or gb. That is: given g, x,
and p, what is the minimum y such that gy ≡ x (mod p)? If Eve can efficiently
calculate the discrete logarithm of gx then she can also solve the Diffie-Helman
problem. However, no known such algorithm currently exists for calculating
discrete logs in a general group.

In groups where the structure is known, there do exist efficient algorithms
to calculate discrete logs. In particular when p is chosen to be of the form:

p− 1 =
r∏
i=1

pei
i (1)

we may take advantage of the many smaller subgroups of Zp∗ generated by the
prime factors of p− 1 using the Baby-Step Giant-Step algorithm [4]. This algo-
rithm, based on a space-time tradeoff, is a fairly simple modification of the naive
algorithm of trial multiplication. It accepts as input the order of the group, n,
generator, g, and α = gx for which we are to find x = logg(α). Let m = dn 1

2 e
We first pre-compute a table of elements of the form (gi, i) for all i ∈ [1,m]. We
then use the fact that x = am+ b for some b ≤ m

⇒ α = gam+b

⇒ αg−m = g(a−1)m+b

⇒ α(g−m)k = g(a−k)m+b.

Thus, we iteratively multiply α by g−m, checking α(g−m)k against our pre-
computed values until k = a, at this point we can recover x from k,m and
b. Because we can search a list of x elements in O(log x) time and compute
gx in O(log x) time, the fact that we must make at most m comparisons e.g.
this algorithm can calculate discrete logarithms in O(m logm) time. It is not
difficult to extend this algorithm such that the time complexity to calculate the
discrete logarithm in Zp∗ is O(z

1
2 log z

1
2 ) where z is the largest pi. Thus, it is

often the case that “safe” primes of the form 2z+1, where z is also a prime, are
chosen for these types of cryptographic applications. By choosing a generator for
the larger subgroup we may render algorithms similar to Baby-Step Giant-Step
infeasible.

1.3 Significance of the Mapping gx → gx2
and Variations

of Diffie-Hellman

Given ga and gb ∈ Zp∗ , another way for Eve to attack Diffie-Hellman is by
solving what’s known as the squaring Diffie-Hellman problem [3] . A solution to
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the squaring Diffie-Hellman problem would be an algorithm that could efficiently
calculate gx

2
given gx. To see that this gives us a solution to Diffie-Hellman we

simply observe that:
gab = g

1
4 (a+b)2− 1

4 (a−b)2 (2)

Note that we may efficiently calculate square roots modulo a prime number us-
ing the Shanks-Tonelli algorithm [4]. Thus, if we were able to calculate g(a+b)2

from g(a+b) then we would be able to solve the Diffie-Hellman problem.

The problems we’ve seen thus far have been purely computational in the
sense that, upon being given ga and gb the goal has been to calculate either
gab, g(a+b)2 , or logg(x); there exists another, related, class of problems known as
decision problems. [1] Here our goal is not to compute an answer, but rather to
distinguish between distributions of tuples. For example, the decisional Diffie-
Hellman problem, DDH, is to determine whether the distributions generated by
tuples of the form:

• (g, ga, gb, gab) where a, b are chosen uniformly at random from Zp∗ and

• (g, ga, gb, gr) where a, b and r are chosen uniformly at random from Zp∗ .

are computationally indistinguishable. That is: If Dn and En are two distribu-
tion ensembles, for any nonuniform, probabilistic, polynomial-time algorithm,
A, and for any polynomial function, f , does there exist some m such that for
all n > m

|ProbA(Dn)− ProbA(En)| < 1
f(n)

(3)

Here ProbA(Dn) is the probability that A accepts x where x is chosen ac-
cording to the distribution Dn.

Similarly, the Square Decision Diffie-Hellman problem is to tell whether dis-
tributions generated by tuples of the form:

• (g, gx, gx
2
) where x is chosen uniformly at random from Zp∗ and

• (g, gx, gr) where x and r are chosen uniformly at random from Zp∗ .

are computationally indistinguishable.

1.4 Functional Graphs

Most of our paper will study the structural properties of the functional graphs
generated by these mappings. A functional graph is a directed graph such that
every vertex has out degree = 1. In this paper we will be considering primarily
the functional graphs generated by the mappings x→ x2 (mod p) and gx → gx

2

(mod ordp(g)). If each element is mapped to by exactly one other element then
the functional graph representing this mapping would be called a unary graph.
In general, an m−ary graph is one where each node has in degree of either m or
0. Below is the functional graph generated by the mapping x→ gx (mod 59).
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Figure 1: Example Functional Graph Generated By x→ 3x (mod 59)

2 The Mapping x→ x2 (mod p)

The key to our results is the observation that the mapping gx → gx
2

(mod p) in-
herits its structure from the much better understood mapping x→ x2 (mod ordp(g)).
The proof of this fact is best understood using a commutative diagram. We
prove briefly that the mappings y → gy are isomorphisms from Zordp(g) →<
g >⊆ Z∗p.

Proof. Let φ : Zordp(g) →< g >⊆ Zp∗ with φ(y) = gy.

To see φ is a homomorphism note that:

φ(a+ b) = ga+b = ga · gb = φ(a) ∗ φ(b)

To show that Ker(φ) = e ∈ Zordp(g) we need to show that if gx ≡ 1 (mod p) then
x ≡ 0 (mod ordp(g)). This follows immediately from the definition of ordp(g).

Finally to show that φ maps Zordp(g) onto < g >⊆ Zp∗ we need only note
that φ is an injective function and |Zordp(g)| = | < g >⊆ Zp∗ | by definition.

Figure 2 demonstrates the identical structure of the mappings 3x → 3x
2

(mod 59) and x→ x2 (mod 58).

4



Figure 2: Comparing the mappings 3x → 3x
2

(mod 59) and x→ x2 (mod 58)

< g >⊆ Z∗p
gx → gx

2

- < g >⊆ Z∗p

Zordp(g)

y → gy
6

x→ x2
- Zordp(g)

y → gy
6

2.1 The Lambda Function

To proceed we must first review some properties of the Carmichael-Lambda
function [2], a modification of the Euler totient function φ(n). The Carmichael
λ-function, λ(n) is defined to be the least positive integer, m, such that for every
integer, a, that is relatively prime to n,

am ≡ 1 (mod n) (4)

Let n be a positive integer. The Carmichael lambda-function λ(n) can also
be defined as:

λ(1) = 1 = φ(1)

λ(2) = 1 = φ(2)

λ(4) = 2 = φ(4)

λ(2k) = 2k−2 = 1
2φ(2k) for k ≥ 3

λ(pk) = (p− 1)pk−1 = φ(pk) for any odd prime p and k ≥ 1

λ(pk11 , p
k2
2 ...p

kn
n ) = lcm[λ(pk11 , λ(pk22 , λ(pkn

n )],
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where p1, p2...pk are distinct primes and k ≥ 1 for all i ∈ [1, ..., r].

It follows immediately from our definition that λ(n)|φ(n) for all n and λ(n) =
φ(n) if and only if n = qk or 2qk where q an odd prime and k ≥ 1. The following
generalization of Euler’s theorem shows that λ(n) is a universal order modulo
n.

(Carmichael). Let a, n ∈ N. Then

aλ(n) ≡ 1 (mod n)

if and only if gcd(a, n) = 1. And, there exists g ∈ N such that

ordn(g) = λ(n).

2.2 Understanding the Structure of x→ x2 (mod n)

In their paper [5] , Somer and Krizek prove results relating the cycles contained
in the functional graph of the mapping x → x2 (mod n) to the Carmichael
λ-function. For a particular value of n, let us denote the functional graph
generated by x → x2 (mod n) by G(n). Let G1(n) be the subgraph of G(n)
containing vertices which are coprime to n andG2(n) be the subgraph containing
the remaining vertices. We note that G1(n) ∩G2(n) = ∅ and G(n) = G1(n) ∪
G2(n). We also note that each component of our graph corresponds to exactly
one cycle. We first relate two particularly relevant results from [5].

Theorem 3.1. There exists a cycle of length t in G(n) if and only if t = ordd(2)
for some odd positive divisor d of λ(n). If a is an element of a cycle, then pki

i |a
whenever pi|a. Furthermore, if a and b lie on the same cycle, then pi|a if and
only if pi|b. Moreover, if a is an element of a t-cycle, then ordn′(a) = d , where
n′ = n

gcd (a,n) , d is odd, and ordd(2) = t. In addition, if b is on the same t-cycle
as a, then ordn′(b) = ordn(a).

Theorem 3.3. Let At(G1(n)) and At(G2(n)) denote the number of t-cycles in
G1(n) and G2(n), respectively. If n is a positive integer, then A1(G1(n)) = 1
and A1(G2(n)) = 2ω(n) − 1.

Let us consider the mapping x→ x2 (mod 58).

58 = 29 · 2 e.g. λ(58) = λ(29 · 2) = lcm[λ(29), λ(2)] = lcm[28, 1] = 28.

The only odd positive divisor of 28 is 7. ord7(2) = 3;⇒ only cycles of length
3 may exist in G(n), which is exactly what we observed in Figure 1.

2.3 Translating to gx → gx2

Because we know that the mapping gx → gx
2

(mod p) inherits its structure
from the mapping x → x2 (mod ordp(g)), we are able to interpret the results
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Figure 3: Comparing the number of fixed points in the mappings 3x → 3x
2

(mod 83) and x→ x2 (mod 41). The former contains fixed points: {1, 3}. The
latter contains fixed points {1, 0}. Note: Isolated fixed points are not displayed

from [5] in the context of gx → gx
2

(mod p). Let G(p) the the functional graph
generated by the mapping gx → gx

2
(mod p).

Corollary 1. There exists a cycle of length t in G(p) if and only if t = ordd(2)
for some odd positive divisor, d, of λ(ordp(g)). If ga is an element of a cycle,
then pki

i |a whenever pi|a. Furthermore, if ga and gb lie on the same cycle, then
pi|a if and only if pi|b.

Corollary 2. Let At(G(p)) denote the number of t-cycles in G(p). If p is a
positive integer, then A1(G(p)) = 2ω(λ(ordp(g))).

Thus, if we know that our modulus, p, is chosen to be a safe prime of the
form 2q+ 1, and our generator, g, generates either of the large subgroups, then
by Corollary 1 the t-cycles in G(p) are exactly determined by the divisors of
λ(q) = λ(2q) = q0(q − 1) = q − 1.

Similarly, Corollary 2 allows us to determine exactly the number of fixed
points generated by the mapping gx → gx

2
(mod p) simply by looking at

ordp(g). In the case where our modulus is a safe prime, there will be either
2 or 4 fixed points depending on whether g is a generator for the |q| or |2q|
subgroup respectively.

3 The Future

Many algorithms for calculating discrete logarithms, in particular Pollard’s Rho
algorithm (itself a modification of Floyd’s cycle-finding algorithm), rely on the
ability to detect cycles in the functional graph generated by the mapping g → gx.
We’ve shown that by considering only the ordp(g) we are able to infer both the
allowed length of cycles and the number of fixed points. We hope that this in-
formation may lead to improved cryptographic algorithms exploiting a specific
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Figure 4: Comparing the number of fixed points in the mappings 5x → 5x
2

(mod 83) and x→ x2 (mod 82). The former contains fixed points: {1, 5, 82, 78}.
The latter contains fixed points {1, 0, 41, 42}. Note: Isolated fixed points are
not displayed

group structure.

In particular, we would like to further explore the possibility of applying
these results to the development of an algorithm for solving the Square Deci-
sional Diffie-Hellman problem.

References

[1] Bao, Deng, and Zhu. Variations of Diffie-Hellman problem. Information and
Communications Security, 2003.

[2] R. D. Carmichael. Note on a new number theory function. Bull. Amer.
Math. Soc, 16:232–238, 1910.

[3] Ueli M. Maurer and Stefan Wolf. Diffie-hellman oracles. In Advances in
Cryptology - CRYPTO ’96 , Lecture Notes in Computer Science, pages 268–
282. Springer-Verlag, 1996.

[4] V. Shoup. A computational introduction to number theory and algebra. Cam-
bridge University Press, 2005.

[5] Lawrence Somer and Michal Krizek. Structure of digraphs associated
with quadratic congruences with composite moduli. Discrete Mathematics,
306(18):2174–2185, September 2006.

8


